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ABSTRACT

Forensic auditing represents a relevant tool for the prevention and detection of financial fraud and the strengthening of control proces-
ses within organizations; however, in Colombia there are still conceptual, training, technological and methodological challenges that
limited its implementation and development. In this context, the research aimed to analyze the trends related to the implementation of
forensic auditing in Colombia, considering its evolution, main methodologies, tools and contributions to the prevention and detection
of fraud. Methodologically, the study was developed under the positivist paradigm, with a quantitative approach, empirical-analytical
method and descriptive type of research, through a systematic review of literature based on the Kitchenham protocol. The population
was constituted by scientific production related to forensic auditing, after applying criteria of inclusion, exclusion and quality studies
retrieved through Redalyc, Google Scholar, DOAJ and ScienceDirect, 50 articles published between 2020 and 2025 were selected; for
the collection and organization of the information, a data extraction matrix was used. The results showed trends towards a preventive
approach, integration with internal control and risk management, and the incorporation of emerging technologies such as artificial
intelligence. It was concluded that forensic auditing advanced towards preventive, technological, and interdisciplinary approaches to
strengthen fraud detection and organizational control.

Keywords: forensic audit; financial fraud; internal control; artificial intelligence; risk management.

RESUMEN

La auditoria forense representa una herramienta relevante para la prevencién y deteccion del fraude financiero y el fortalecimiento de los
procesos de control dentro de las organizaciones; sin embargo, en Colombia persisten desafios conceptuales, formativos, tecnolégicos
y metodoldégicos que limitaban su implementacion y desarrollo. En este contexto, la investigacion tuvo como objetivo analizar las ten-
dencias relacionadas con la implementacién de la auditoria forense en Colombia, considerando su evolucion, principales metodologias,
herramientas y aportes frente a la prevencion y deteccion del fraude. Metodolégicamente el estudio se desarrollé bajo el paradigma
positivista, con enfoque cuantitativo, método empirico-analitico y tipo de investigacion descriptivo, mediante una revisién sistematica
de literatura basada en el protocolo de Kitchenham. La poblacién estuvo constituida por produccion cientifica relacionada con auditoria
forense, tras aplicar criterios de inclusion, exclusion y calidad estudios recuperados mediante Redalyc, Google Scholar, DOAJ y Scien-
ceDirect, se seleccionaron 50 articulos publicados entre 2020 y 2025; para la recoleccién y organizacién de la informacion se utilizé una
matriz de extraccion de datos. Los resultados evidenciaron tendencias hacia un enfoque preventivo, la integracion con el control interno
y la gestién del riesgo y la incorporacion de tecnologias emergentes como la inteligencia artificial. Se concluyé que la auditoria forense
avanzo hacia enfoques preventivos, tecnoldgicos e interdisciplinarios para fortalecer la deteccién del fraude y el control organizacional.

Palabras clave: auditoria forense; fraude financiero; control interno; inteligencia artificial; gestion de riesgo.
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INTRODUCTION

Forensic auditing is a resource that allows investigating corporate crimes and fraud, since it
examines documents, events, or financial circumstances to detect possible responsible parties or
those involved, and thus establish whether any fraud or crime has been committed, in addition
to verifying the existence of sufficient evidence for a judicial proceeding, using technical-scientific
methods[1].

In turn, it has become established as a fundamental tool for the prevention, detection, and
investigation of financial fraud, providing technical evidence that supports judicial proceedings
and organizational decisions. Its application combines accounting, financial, legal, and investiga-
tive knowledge aimed at ensuring transparency and accountability across the various economic
sectors. In this regard, the growing complexity of financial crimes has driven the need to streng-
then control mechanisms and to incorporate new forensic technologies adapted to contemporary
technological and regulatory environments|[2].

On the other hand, this discipline is recognized as a valuable tool for lawyers, police forces,
the prosecution, and the judicial system, since it offers a clear perspective on actions that violate
regulations. By providing support in various fields, this audit has a multidisciplinary team that
includes specialists in computer science, law, and graphology[3].

The analysis of trends in the implementation of forensic auditing makes it possible to identify
the theoretical and practical advances that have guided its evolution, as well as the challenges it
faces in the face of the digitalization of accounting processes, the use of data analysis tools, and
the globalization of markets[4]

In this sense, this research will use a systematic literature review and seeks to rigorously exa-
mine the most relevant scientific studies on the topic; furthermore, this study aims to contribute
to knowledge in the accounting and auditing field by examining trends in the use of forensic au-
diting in Colombia as a key tool for the detection, prevention, and management of financial frauds.
Through the analysis of both national and international scientific literature, the aim is to identify
the most significant advances, as well as the existing challenges and gaps in the application of
this discipline in the Colombian context, in order to strengthen transparency, professional ethics,
and the effectiveness of fiscal and accounting control systems.

Finally, the document is divided into four main parts: the first deals with the research pro-
blem, including its object of study, formulation, and objectives; the second presents the referential
framework, which encompasses the background and theoretical basis; the third sets out the me-
thodology used for the systematic review; and the fourth presents the analysis of results, in which
the trends, methodologies, conceptual evolution, and benefits of forensic auditing in Colombia
are developed. In this way, the study provides a relevant input for the academic, professional, and
regulatory strengthening of forensic auditing in the country.

THEORETICAL FRAMEWORK

The theoretical framework allows analyzing the main trends in this discipline, offering its con-
ceptual basis that allows understanding its development and application in the national context.

Forensic Audit

Forensic auditing is a specialized discipline that requires expert knowledge of accounting
theory, auditing, and research methods; where it constitutes an important branch of investigative
accounting, used in the reconstruction of financial events, fraud investigations, calculations of
economic damages, and returns on financial projections[5].

Characteristics and Objectives of Forensic Audit

This discipline has the following particular characteristics and objectives: Among its charac-
teristics, its multidisciplinary approach stands out, as it combines knowledge from accounting,
finance, law, computer science, and criminology to obtain sufficient evidence that demonstrates
the existence of possible economic crimes; on the other hand, it is characterized by its capacity to
investigate and detect financial irregularities and economic crimes, and its usefulness to provide
valid evidence before the justice system|[6].

Regarding its objectives, it is to find the history of a particular event that may or may not
be the basis for initiating criminal and even fiscal proceedings[7]. Likewise, it primarily seeks the
prevention and detection of fraud, the fight against corruption, asset recovery, and the protection
of the reputation of organizations[8].
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Application of Forensic Auditing

Forensic auditing, in addition to being applied in companies, can be applied in civil proce-
edings, the tax area, criminal cases, and family cases, among other scenarios involving the em-
bezzlement of funds or that fall within fraud. This makes it possible to identify the scope of this
practice and the imperative need to continue developing it[9].

Advantages of Forensic Audit

This specialized discipline has certain advantages, since it not only facilitates the detection
and prevention of fraud through advanced techniques such as data analysis, interviews, and in-
terrogations, but also strengthens corporate governance, promotes business ethics, and ensures
the long-term sustainability of organizations. In addition, forensic auditing helps to identify weak-
nesses in internal controls and improves regulatory compliance programs, thereby optimizing risk
management and the protection of resources. This audit provides compelling evidence for use in
legal and judicial proceedings, increasing effectiveness in the pursuit of fraud[10].

Differences Between Traditional Auditing and Forensic Auditing

It is important to distinguish forensic auditing from traditional auditing because, although
traditional audits are necessary, they are often insufficient to detect fraud due to their limited
capacity to identify complex and sophisticated irregularities. For this reason, forensic auditing
has emerged as an essential tool that combines legal, accounting, and investigative knowledge
to prevent, identify, and pursue fraudulent activities. This specialized approach is intended to de-
termine, document, and present clear and compelling evidence related to financial irregularities,
which can be used in judicial proceedings. Thus, forensic auditing addresses the limitations of
traditional audits by offering greater depth and rigor in fraud investigation[11].

Forensic Audit Typologies

According to[12], forensic auditing is based on 2 fundamental approaches that facilitate de-
cisions on the action plan to be followed in an organization to address fraud. These approaches
are described below:

- Preventive forensic audit: This approach provides assurance or advice to organizations regarding
their capacity to prevent, identify, and respond quickly to potential fraud. In addition, it can
include support for creating anti-fraud programs and controls, systems that detect early
warning signs, and mechanisms to manage complaints. This approach is proactive because
it involves making decisions and taking actions in the present to prevent future fraud.

- Deductive or detective forensic audit: Its purpose is to discover and thoroughly analyze the exis-
tence of financial fraud, determining aspects such as the magnitude of the fraud, its direct
and indirect consequences, and the possible participation of perpetrators, accomplices, or
accessories after the fact. In many cases, the findings obtained in a forensic audit with an
investigative approach are referred to judicial authorities, who are responsible for evaluating
evidence, issuing a judgment, and handing down the corresponding sentence. This type of
audit is considered reactive because it responds to fraudulent events that occurred in the
past, seeking to clarify them and establish responsibilities.

Theories in Forensic Auditing

Contemporary forensic auditing in Colombia integrates key concepts such as audit risk, fraud,
and materiality. In this process, the auditor applies methods such as discriminant analysis to identify
anomalous events, focusing on determining when a misstatement in the financial statements is
material and represents significant risks. This approach facilitates fraud detection through strategic
planning that allows possible irregularities to be identified from the initial stages, ensuring that
reports are reliable for use in legal and sanctioning proceedings[13].

Accounting and Judicial Expert Report

Accounting expert examination is closely related to forensic auditing, which combines various
criminalistics investigation techniques with accounting, legal, financial, and business knowledge.
This discipline is essential in the fight against public corruption, as it allows the accountant to act as
an auxiliary of justice by preparing expert reports based on the International Standards on Auditing
(NIAS) and International Financial Reporting Standards (NIIF), especially as these are attestation
standards. The success of the expert examination depends not only on technical and regulatory
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mastery but also on professional ethics and morality. In Colombia, the practice of accounting ex-
pert examination is regulated by the Criminal Code, the Code of Criminal Procedure, the General
Code of Procedure, and specific standards of the accounting profession, such as Law 43 of 1990,
Law 314 of 2009, and Decrees 2420 of 2014 and 302 of 2015[14].

Systematic Review

A systematic review refers to a system for finding all the information, evaluating it, and sum-
marizing the results; however, this presentation may be narrative, qualitative, or quantitative. In
addition, this review requires a rigorous and explicit method for identifying, critically evaluating,
and synthesizing the evidence obtained. In contrast, in a narrative review, the search may not be
rigorous or necessarily explicit; that is, the search date, the search engines used, and the keywords
used need not be specified[15].

Among its main benefits is that it allows the available information on a specific topic to be
organized clearly and systematically, answering specific clinical questions. These reviews condense
the scientific evidence into a single quantitative result and are considered the most reliable source.
In addition, they facilitate interpretation by gathering and synthesizing numerous studies with
varied results into a single publication that represents the best accessible evidencel[16].

Conducting a systematic review involves a series of ordered steps: clearly formulating the
research question; establishing inclusion and exclusion criteria; designing a comprehensive search
strategy; selecting suitable studies; assessing the quality or risk of bias of the articles; and extracting
and synthesizing the relevant data, either narratively or through a meta-analysis if possible. Finally,
the results must be presented according to international standards that ensure transparency of
the process[17].

METHODS

For this systematic review, the protocol proposed by Kitchenham was adopted, as it is wi-
dely recognized in scientific research for its methodological rigor. This methodology facilitates
the organization of available knowledge, the detection of research trends such as financial fraud,
corruption, and money laundering, and the identification of theoretical or methodological gaps
in the field of forensic auditing.

Based on the compilation and structured analysis, a coherent classification scheme can be
constructed that groups research studies, methodologies, scope, and contributions, thus establi-
shing a valid conceptual framework[18].

Research Questions

The objective of this research is to compile and analyze existing scientific information related
to trends in forensic auditing in the Colombian context. To guide the development of the study,
the following research questions were formulated:

- RQI: What are the main trends identified in the implementation of forensic auditing in Co-
lombia?

- RQ2: What methodologies and techniques stand out in studies on forensic auditing in Colom-
bia?

- RQ3: How has the concept of forensic auditing evolved in Colombia?

- RQ4: What are the main benefits of implementing forensic auditing in Colombia?

These questions were structured based on an adaptation of the PICO model (Population,
Intervention, Comparison, and Outcomes), which allows the identification of the central elements
of a systematic review: population, intervention, comparison, and outcomes[19]. Table 1 presents
each of these criteria in detail.

Search

The proposed search strategy involved exploring general terms related to forensic auditing
and its implementation in the Colombian context. The search was conducted in specialized aca-
demic and professional databases.
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Table 1. Definition of general concepts with PICO

Criterion Description
. Articles related to trends in the implementation of forensic auditing in the
Population ;
Colombian context.
Intervention Identification and systematization of knowledge on trends in forensic auditing.
Not applicable, because the research does not include a comparative approach;
Comparison the study is descriptive in nature and does not seek to contrast interventions or
groups.
Results Trends, methodologies, benefits, and evolution of the concept of forensic audit.

To expand search coverage, search terms were combined with synonyms and related descrip-
tors to cover the largest number of documents relevant to the systematic review. Table 2 presents
the terms, synonyms, and filters used.

Table 2. Terms and synonyms used to compose the search string

Term Synonyms

Legal audit

Forensic audit Forensic financial audit Forensic

accounting investigation

The search process using the main term was conducted in the databases mentioned in Table
3, focusing on fields such as title, keywords, abstract, and full text.

Table 3. Main term and databases

Term Database

Redalyc

Forensic audit Google Scholar DOAJ

ScienceDirect

Subsequently, search equations were constructed by combining the main term with its sy-
nonyms for application in each database. Table 4 shows examples of the strings used.

Selection

During the search stage, all studies identified in the aforementioned databases underwent
an exhaustive process of review, evaluation, and filtering to establish coherence with the object of
study. To this end, the titles, keywords, abstracts, methodological approaches, and main results of
each publication were carefully analyzed.
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Table 4. Search string

Main term Search string

(“Auditoria forense” OR “Forensic audit” OR “Auditoria investigativa” OR “Auditoria legal” OR
Forensic audit “Auditoria financiera forense” OR “Investigacion contable forense”) AND (“Colombia” OR
“Republica de Colombia”) AND (publication year >= 2020)

In this regard, inclusion and exclusion criteria were established for the respective selection
process. The inclusion criteria comprised scientific articles published between 2020 and 2025, re-
lated to trends in the implementation of forensic auditing in the Colombian context, with full-text
access and from verifiable academic sources.

The exclusion criteria included articles unrelated to the object of study, duplicate publications,
and articles that were not available in full text and lacked scientific support.

The selection process was carried out in the 4 databases (Redalyc, Google Scholar, DOAJ,
and ScienceDirect) through 3 main stages:

1. Removal of duplicate articles.
2. Removal of non-downloadable articles.
3. Application of inclusion and exclusion criteria.

Because the systematic review was conducted across multiple information sources, the da-
tes on which each database was consulted were recorded to ensure traceability of the process, as
presented in Table 5.

Table 5. Dates of consultation of the databases

Database Search date
DOAJ 2/03/2026
ScienceDirect 6/03/2026
Google Scholar 16/03/2026
Redalyc 20/03/2026

To guarantee transparency and traceability of the selection process, the Rayyan Al tool was
used; it is designed to facilitate and optimize the systematic review process of scientific literature.
The platform enables organizing, filtering, classifying, and evaluating various academic articles in
an agile, collaborative, and precise manner through functions such as screening, automatic du-
plicate detection, and efficient management of inclusion and exclusion criteria[20].

Figure 1. Process of search, filtering, and selection of the studies
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T~ evaluados
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Estudios
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203 articulos

‘ -====== 50 articulos

Subsequently, the selected articles were exported to Zotero to organize the references, store
the full texts, and manage the information in a structured and systematic manner.
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The search yielded a total of 300 scientific articles. After removing 47 duplicate and incom-
plete documents, 253 articles remained for the screening phase. Subsequently, 203 were excluded
for not meeting the established criteria, allowing the selection of 50 articles for inclusion in the
systematic review. Figure 1 presents the detailed process of search, filtering, and selection of the
studies.

Quality Assessment

The evaluation of the included studies was based on a detailed review, considering 7 funda-
mental aspects: the origin of the sources, the relevance of the information, the purpose of the study,
the objectives of the research, the context of the study, objectivity in the methodology, and the
rigorous handling of the data. These elements enabled a comprehensive evaluation of the quality
of each study, ensuring that the information used was adequate for analyzing current trends in
forensic auditing in Colombia.

This process was supported by three important bases of quality management: adequate
planning of the information search, orderly organization of the evidence found, and careful con-
trol of the data collected. Consequently, the results were obtained through a clear and structured
methodology.

In addition, the 50 selected documents were read and individually analyzed to verify com-
pliance with the established methodological criteria. This process yielded a set of solid primary
sources, which served as the basis for identifying and characterizing current trends in the imple-
mentation of forensic auditing in Colombia. The documents were organized in a bibliographic
database, ensuring traceability and consistency in the analysis of the information. Table 6 presents
the studies included in the systematic review, classified according to their year of publication, which
facilitates observation of the evolution of forensic auditing.

Table 6. Studies included in the systematic review

Year Quantity Authors

2020 8 (21, [22], [23], [5], [1], [9], (3], [24]

2021 4 [25], [8], [€], [26]

2022 8 [27], [28], [29], [30], [14], [31], [32], [33]

2023 10 [13], [34], [35], [36], [4], [37], [38], [39], [40], [41]
2024 n [26], [42], 10], [43], [44], [45], [46], [47], [2], [48], [49], [7]
2025 9 [50], [51], [1], [52], [53], [54], [55], [56], [57]

Total 50

RESULTS AND DISCUSSION

To fulfill the second specific objective, which focused on systematically organizing
the information obtained, a structured analysis of the reviewed literature is presented be-
low. This systematization is based on the research questions (RQ1 - RQ4), which allows the
classification and organization of the evidence found regarding current trends, methodo-
logies, evolution, and the main benefits of implementing forensic auditing in Colombia.

Current Trends in the Implementation of Forensic Auditing in Colombia

The analysis of the studies included in the systematic review enables the identification of
several relevant trends in the implementation of forensic auditing in Colombia.

First, forensic auditing in Colombia is recognized as a tool that has transcended its tradi-
tional role as judicial support to become a preventive mechanism within organizations, aimed at
anticipating risks associated with financial fraud and strengthening internal control systems. This
approach indicates that entities seek not only to detect irregularities but also to prevent them
through permanent investigative practices[37].

Similarly, a growing focus on fraud detection and prevention is evident, which consolidates
forensic auditing as a fundamental tool in the fight against financial crimes. This trend not only
enables the identification of irregularities but also allows risks to be managed and mitigated in
advance, strengthening organizational control systems.[50].

https://doi.org/10.62486/5ai2026106 7
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Accordingly, some authors highlight that forensic auditing strengthens the professional practice
of the public accountant, who assumes a more active role in the detection, investigation, and
documentation of financial irregularities within organizations[47].

Similarly, greater implementation is observed in the public sector, especially in the fight
against corruption and the misuse of State resources. This situation reflects the need to strengthen
control and oversight mechanisms in government entities, where risks associated with embezzle-
ment of funds, fraudulent practices, and lack of transparency in administrative management have
historically arisen[27].

Another significant trend is the integration of forensic auditing with internal control systems
and risk management, which enables a more comprehensive and effective evaluation of possible
irregularities within organizations; this integration implies that forensic auditing does not act in
isolation but relies on existing control mechanisms to identify weaknesses, procedural failures, and
critical points where fraud or significant errors may arise, thereby safeguarding the integrity and
stability of SMEs (Small and Medium-sized Enterprises) in a complex business environment[26],[42].

In the Colombian context, this trend is closely related to the strengthening of administration,
prevention, and risk management systems aimed at regulatory compliance and the mitigation of
financial crimes. In this scenario, mechanisms such as SARLAFT (Money Laundering and Terrorist
Financing Risk Management System) and SAGRILAFT (Self-Control and Comprehensive Risk Ma-
nagement System for Money Laundering and Terrorist Financing) demonstrate how forensic audi-
ting is integrated into organizational processes as a control tool that makes it possible to structure
methodologies for the identification, measurement, control, and monitoring of risks associated
with money laundering and terrorist financing, thereby strengthening the culture of compliance
and institutional transparency[52].

In the study of money laundering prevention mechanisms in Colombia, SARLAFT is presented
as a fundamental tool within forensic auditing, since it enables financial institutions to establish
internal controls aimed at identifying unusual and suspicious transactions through risk matrices
and transactional profiles defined[8],[55]. Forensic auditing, as an essential tool for preventing
corporate fraud, is directly related to the preventive and self-control approach promoted by SA-
GRILAFT in organizations[2].

From the methodological perspective of forensic auditing, SAGRILAFT is related to the need
to incorporate risk identification, analysis, and control processes supported by digital and docu-
mentary evidence, an aspect that is key to detecting computer fraud and covert operations within
organizations[26].

From an evidentiary standpoint, the application of standards such as NIA 240 and NIA 500
within forensic auditing strengthens the control and monitoring processes of SARLAFT and SA-
GRILAFT, ensuring that the evidence obtained is sufficient and competent to support findings
related to financial crimes[40].

Judicial accounting expertise is linked to SARLAFT and SAGRILAFT by providing evidentiary
support in investigations related to corruption and financial crimes, demonstrating how forensic
auditing transcends the preventive sphere toward the judicial[14].

Likewise, the incorporation of emerging technologies, particularly artificial intelligence (Al),
stands out as a current trend and a key element in the evolution of forensic auditing. These tools
make it possible to analyze large volumes of information quickly and to detect patterns or irregu-
larities that indicate possible fraud. In addition, they facilitate the automatic identification of red
flags, optimizing the auditor’'s working time and allowing the auditor to focus on more strategic
tasks and decision-making; this incorporation of Al strengthens the preventive approach and
transforms forensic auditing into a more efficient and precise discipline, contributing significantly
to the fight against fraud and corruption in increasingly complex environments[34].

Forensic auditing in fraud detection is distinguished by its ability to go beyond superficial
analysis of financial data, as forensic auditors have the necessary training to identify accounting
anomalies, suspicious conduct, and unusual patterns. In this context, evidence indicates significant
growth and strengthening in academic studies and in the training of professionals specialized in
forensic auditing, who assume responsibilities or risks incurred in the auditing process, reflecting
greater interest in developing theoretical and practical knowledge that strengthens its applica-
tion in various environments. This progress, together with the expansion of training programs
and research output, indicates that forensic auditing is undergoing a process of consolidation as a
discipline in the country, gaining increasing recognition in academic and professional spheres[28].

Finally, a trend toward the adoption of international standards such as the NIA (International
Standards on Auditing) is identified, specifically NIA 315, which is a key instrument for analyzing
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the organizational environment, internal control systems, and factors related to financial irregula-
rities; in turn, forensic auditing complements the application of NIA 315 by strengthening evidence
collection and facilitating the early detection of frauds with legal implications[51].

Methodologies and Techniques for Forensic Auditing in Colombia

Forensic auditing in Colombia is characterized by the use of multidisciplinary methodologies
and techniques that integrate accounting, financial, legal, and technological knowledge to detect,
investigate, and document fraud effectively.

Data Analysis and Advanced Techniques

First, the application of advanced data analysis techniques stands out, as these techniques
make it possible to examine large volumes of financial information to identify unusual patterns,
inconsistencies, and possible irregularities. These techniques include trend analysis, data mining,
and asset tracking, tools that facilitate the detection of fraudulent schemes even in complex con-
texts[11],[58].

Interrogations or Interviews

Additionally, techniques such as interviews and interrogations are employed, which are es-
sential in forensic auditing because they are used to obtain information directly from individuals
involved in the company. These techniques demand specific skills to ensure that the responses
obtained are both useful and truthful for the investigation. Therefore, the forensic auditor’s skill
in both formulating appropriate questions and creating an environment conducive to honesty is
fundamental to achieving success in interviews, as their effectiveness can reveal inconsistencies
in statements, thus contributing to the identification of fraud[10].

Use of Artificial Intelligence

Likewise, the incorporation of emerging technologies such as artificial intelligence (Al) is
evident; these technologies optimize audit processes by automating information analysis and
identifying warning signs. These tools increase efficiency, reduce review times, and improve ac-
curacy in fraud detection[44],[50].

Technical and Soft Skills of the Forensic Auditor

In addition, forensic auditing requires the development of technical and soft skills, which
complement each other to achieve effective and rigorous investigations. Technical skills encompass
mastery of accounting and auditing standards, such as International Standards on Auditing (ISA)
and International Financial Reporting Standards (IFRS), as well as the ability to perform detailed
financial analyses and use specialized software to detect, investigate, and document fraud. On
the other hand, soft skills, such as effective communication, critical thinking, and problem-solving,
are essential for interpreting complex information, identifying unusual behavioral patterns, and
presenting findings clearly and understandably to different stakeholders, and they also contribute
to the prevention of future fraudulent acts[10],[28].

Documentary and financial analysis

Similarly, the methodologies used include documentary and financial analysis, which entails
a detailed review of contracts, invoices, financial statements, and other accounting records. This
process allows for the verification of the truthfulness of the information, the detection of inconsis-
tencies, and the gathering of solid evidence to support the findings[14],[59].

Overall, the methodologies and techniques of forensic auditing in Colombia demonstrate a
comprehensive approach that combines technological tools, quantitative analysis, and investiga-
tive skills, strengthening auditors’ capacity to detect fraud, gather valid evidence, and contribute
effectively to legal and organizational control processes[11].

Evolution of the Concept of Forensic Audit in Colombia

The concept of forensic auditing in Colombia has undergone a progressive evolution that
reflects changes in the country’s economic, technological, and regulatory environment. In its early
stages, this discipline was conceived mainly as a mechanism to support the justice system, focused
on obtaining accounting evidence for judicial proceedings related to fraud and financial crimes.
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Under this initial approach, its scope was limited and its application was restricted to the phase
after the occurrence of the events, with an eminently reactive nature[29].

Subsequently, forensic auditing began to be integrated into internal control systems, especia-
[ly in the public sector, where its importance as a tool for strengthening transparency and preven-
ting acts of corruption was recognized. This change marked a transition toward a more preventive
approach, in which forensic auditing not only seeks to identify irregularities but also to anticipate
their occurrence through risk analysis and the implementation of appropriate controls[27].

With the adoption of international auditing standards, particularly those aimed at fraud
risk assessment, the concept has acquired greater technical and methodological rigor. The in-
corporation of systematic approaches made it possible to improve the quality of audit processes,
facilitating the identification of risks and the obtaining of reliable evidence. However, this progress
has also generated questions about the sufficiency of these standards to meet the specific needs
of the forensic field[5]1].

In a more recent stage, forensic auditing has evolved toward the incorporation of digital
technologies, with forensic computing standing out as an essential component in the collection
and analysis of evidence. This change has been especially relevant in the post-pandemic context,
where digital transactions and operations have increased the complexity of fraud, requiring new
tools and approaches for its detection[21].

At the same time, the concept has acquired an ethical and formative dimension, being re-
cognized as a key competence in the training of public accountants. In this sense, forensic auditing
not only involves technical knowledge, but also a commitment to professional ethics and social
responsibility, which are fundamental aspects for addressing the challenges of corporate crime in
the Latin American context[22].

Finally, forensic auditing in Colombia has been associated with the use of emerging techno-
logies such as artificial intelligence, enabling a shift from a reactive to a predictive approach. This
transformation positions forensic auditing as a strategic tool within organizational management,
capable of anticipating risks and strengthening decision-making. In summary;, its evolution reflects
a transition toward a comprehensive, preventive, and technologically advanced approach, in line
with the demands of the current environment[44]. The incorporation of data analytics and artifi-
cial intelligence into forensic auditing strengthens the continuous monitoring processes required
by SARLAFT and SAGRILAFT, enabling the detection of anomalous patterns in large volumes of
financial information[21],[34].

Furthermore, the assessment of fraud risk and its relationship with accounting materiality
provides technical foundations that strengthen the risk measurement stage within SARLAFT and
SAGRILAFT, allowing the prioritization of critical operations and areas for monitoring[13].

Additionally, contemporary trends in forensic auditing show increasing integration with
data analytics tools, process automation, and continuous monitoring, enabling stronger early
detection of anomalies and prevention of financial crimes in increasingly complex digital envi-
ronments[34],[56].

Main Benefits of Implementing Forensic Auditing in Colombia

One of the most relevant benefits is its preventive capacity against fraud. Through the identi-
fication of warning signs and risk analysis, forensic auditing makes it possible to anticipate possible
irregularities before they materialize, thus reducing economic losses and strengthening business
management. This approach is especially useful in the private sector, where early detection of
fraud can make a difference in the sustainability of organizations[52].

Another fundamental contribution is the generation of evidence with technical and scientific
validity, which facilitates its use in judicial proceedings. Forensic auditing ensures that the infor-
mation collected complies with rigorous standards, enabling investigations and legal decisions
to be supported robustly. This contributes to strengthening the judicial system and the proper
punishment of financial crimes|[60].

In the technological field, the implementation of tools such as artificial intelligence and data
analytics has made it possible to significantly improve the efficiency of audit processes. These tech-
nologies facilitate the analysis of large volumes of information in less time, optimizing the detection
of irregular patterns and reducing operational costs. As a result, forensic auditing is positioned as
a modern discipline adapted to the challenges of digital transformation[34].

Finally, forensic auditing fosters an organizational culture grounded in ethics and social res-
ponsibility, thereby strengthening trust between organizations and their stakeholders. This be-
nefit transcends the technical domain and directly affects management quality and institutional
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reputation. Taken together, these contributions indicate that forensic auditing not only enables
detection but also contributes to the development of more transparent, efficient, and sustainable
organizations in the Colombian context[35].

CONCLUSIONS

In conclusion, the systematization of the research findings makes it possible to demonstrate
the profound transformation that forensic auditing has undergone, consolidating it as a strate-
gic, dynamic, and preventive discipline within the organizational and financial environment in
Colombia.

First, implementation trends indicate that the integration of international regulatory fra-
meworks and risk management systems with advanced technological tools, such as data analytics
and artificial intelligence, is indispensable for anticipating the sophistication of contemporary
financial crimes.

Second, regarding the methodologies and techniques used, it is evident that effective re-
search requires a multidisciplinary approach in which accounting and financial knowledge is in-
tegrated with skills specific to forensic investigation, such as conducting interviews and critically
analyzing information. Likewise, the evolution of this discipline reflects a significant change in its
approach, since forensic auditing is no longer understood solely as a tool used when conflicts or
judicial proceedings arise, but also as a preventive mechanism that contributes to strengthening
internal control, adapting to technological advances, and greater participation by public accoun-
tants in the prevention and detection of economic crimes.

Finally, the benefits of forensic auditing go beyond compliance with legal aspects or obtai-
ning evidence, as they also contribute to preventing losses, improving processes through digital
transformation, and strengthening organizations. In this sense, forensic auditing is not limited to
detecting irregularities or collecting evidence; rather, it becomes an important tool for strengthe-
ning business management, fostering economic stability, and promoting an organizational culture
based on ethics, transparency, and responsibility.

Limitations, implications, and future research directions Lorem

Despite the contributions of this systematic literature review, several limitations must be
acknowledged. First, the analysis was restricted to articles published in English and Spanish and
indexed in 4 major academic databases (IEEE Xplore, ACM Digital Library, Scopus, and Science-
Direct). Although these sources guarantee high-quality, peer-reviewed content, relevant studies
published in other languages or indexed in alternative databases may have been excluded. Se-
cond, the review focused on a 5-year publication window that, although it ensured the inclusion
of recent and relevant research, may have limited consideration of foundational or earlier studies
related to interface metaphors and human-machine interaction in industrial contexts. Furthermore,
the diversity of methodological approaches among the selected studies made direct quantitative
comparisons difficult. From a practical perspective, the findings of this review have important im-
plications for both industry and academia. For practitioners, the results emphasize that business
competitiveness in Industry 4.0 environments depends not only on technological adoption but
also on effective human-machine interface design. Interface metaphors play a crucial role in su-
pporting usability, operator understanding, and decision-making, suggesting that organizations
should integrate human-centered design principles into their digital transformation strategies.
For policymakers and managers, these findings highlight the need to invest in training programs
that combine technical skills with competencies in interface design and interaction. In terms of
theoretical implications, this study contributes to the literature by linking interface metaphors to
business competitiveness, an area that has received little explicit attention in previous research.
By framing interface metaphors as a mediating factor between advanced technologies and or-
ganizational performance, this review extends existing debates on Industry 4.0 beyond purely
technological or operational perspectives. Future research should address the identified gaps
through empirical and longitudinal studies that evaluate the direct impact of specific interface
metaphors on productivity, innovation, and competitive performance across different sectors.
Comparative studies across industries and organizational contexts could provide deeper insight
into how interface design influences user adoption and acceptance. In addition, future work should
explore emerging technologies such as augmented reality, digital twins, and adaptive interfaces,
examining how new forms of interface metaphors can enhance human-machine collaboration
and support sustainable competitiveness in Industry 4.0 environments.
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