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REVIEW

ABSTRACT
Dental artificial intelligence needs large, diverse datasets to generalize, but the records that would form those datasets are protected 
by privacy law and are held in scattered clinics. Federated learning trains a shared model without moving the data, and it is the most 
promising answer to that tension, but its evidence base in dentistry is young. This applied review synthesizes the evidence on federated 
learning for dental artificial intelligence, ordered by practical relevance, and states concrete implications for practitioners. The evidence 
shows that federated learning reaches accuracy close to centralized training for caries detection, panoramic pathology detection and 
oral cancer screening, and that it can be combined with differential privacy and interpretability at a modest cost. In practice, a dental 
network that wants to pool its data without pooling its data should start with a federated caries or pathology detector, because those 
tasks are the ones the evidence supports most strongly. For regulators, the evidence implies that federated learning is not a substitute 
for legal compliance but a technical complement. The field still lacks a dental benchmark and long-term deployment studies, and each 
gap is paired with a concrete recommendation.
Keywords: federated learning; privacy; dental informatics; artificial intelligence; data protection.

RESUMEN
La inteligencia artificial odontológica necesita conjuntos de datos amplios y diversos para generalizar, pero los registros que formarían 
esos conjuntos están protegidos por la ley de privacidad y se encuentran dispersos en clínicas. El aprendizaje federado entrena un 
modelo compartido sin mover los datos, y es la respuesta más prometedora a esa tensión, pero su base de evidencia en odontología es 
joven. Esta revisión aplicada sintetiza la evidencia sobre aprendizaje federado para la inteligencia artificial odontológica, ordenada por 
relevancia práctica, y enuncia implicaciones concretas para los profesionales. La evidencia muestra que el aprendizaje federado alcanza 
una exactitud cercana al entrenamiento centralizado para la detección de caries, la detección de patologías panorámicas y el cribado del 
cáncer oral, y que puede combinarse con privacidad diferencial e interpretabilidad a un coste moderado. En la práctica, una red odon-
tológica que quiera aunar sus datos sin aunarlos debería empezar por un detector federado de caries o de patología, porque esas son 
las tareas que la evidencia respalda con más fuerza. Para los reguladores, la evidencia implica que el aprendizaje federado no sustituye 
al cumplimiento legal sino que lo complementa técnicamente. El campo aún carece de un conjunto de referencia odontológico y de 
estudios de despliegue a largo plazo, y cada brecha se acompaña de una recomendación concreta.
Palabras clave: aprendizaje federado; privacidad; informática odontológica; inteligencia artificial; protección de datos.
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INTRODUCTION

A dental artificial intelligence model that generalizes to new patients must be trained on 
records from many clinics, but those records cannot be pooled, because they contain patient data 
protected by law and by professional duty. This is the concrete problem that federated learning ad-
dresses, and it is the reason the technique has attracted attention in dentistry. A clinic that wants to 
contribute to a shared caries detector cannot send its radiographs to a central server, and a vendor 
that wants to train a panoramic pathology model cannot collect the images it would need from a 
single site, and neither party can solve the problem by simply ignoring the law that protects the 
patient. The result is that dental artificial intelligence has been trained on smaller and less diverse 
data than it needs, and its accuracy on new populations suffers for it. The scale of the problem 
is easy to understate: a dental network of even a few dozen clinics holds millions of images that 
no single clinic and no vendor can lawfully assemble, and every one of those images is a training 
example that is currently going to waste. Federated learning is the technique that promises to put 
those examples to use without moving them, and the gap between that promise and its evidence 
is the subject of this review.

Current answers to this problem do not suffice, and each fails in a specific way that a prac-
titioner should understand. Centralized data sharing requires legal agreements, ethics approvals 
and de-identification that are slow and incomplete, and Giouroukou et al.(1)showed that even 
de-identified medical images can leak identity through metadata and pixel-level features, so the 
privacy of centralized data is never fully assured. Local-only training, in which each clinic trains its 
own model, protects privacy but wastes the statistical power of many small datasets, and a model 
trained on one clinic does not generalize to another, which is the exact failure that a dental network 
with many small clinics cannot afford. Synthetic data, the third current answer, replaces real records 
with generated ones but cannot reproduce the rare findings that matter most for diagnosis, and a 
synthetic dataset that has never seen a rare oral lesion cannot teach a model to find it. Federated 
learning is the fourth answer, and it is the one this review evaluates: the model travels, the data 
does not, and the statistical power of many clinics is combined without combining their data. The 
claim to evaluate is therefore not whether federated learning is elegant, but whether it delivers 
that combination in practice, and the evidence that follows is organized around that test.

The legal frame makes the problem concrete, and it is worth stating because the technical 
answer is judged against it. Under the General Data Protection Regulation and comparable laws, 
patient data may not be pooled across clinics without a lawful basis, and Brinz et al.(2)set out the 
legal frameworks that govern data sharing for responsible dental artificial intelligence, while Uribe 
et al.(3)described the data foundations that a trustworthy dental artificial intelligence requires. 
Federated learning is attractive precisely because it sidesteps the pooling, and a regulator must 
decide whether training a model without moving the data is, for the purpose of the law, the same 
as not sharing the data at all. That question is not yet settled, and it is the reason this review ad-
dresses regulators as well as practitioners.

The purpose of this review is practical. It synthesizes the evidence on federated learning in 
dental and medical imaging, ordered by what a practitioner can use first, and it states, for each 
practical implication, a concrete action and its recipient. A dental network considering federated 
learning, a clinic deciding whether to participate, and a regulator deciding whether federated 
learning satisfies a privacy requirement should each find, in the discussion, a decision they can 
act on. The review is not a survey of every federated learning method, because a survey would 
bury the decision under the technique, and the decision is what the reader needs. It is also not a 
systematic review, because the question it answers, what should a practitioner do, is a question 
of judgment that a systematic review can inform but not settle, and the judgment is laid open in 
the discussion rather than hidden behind a protocol.

METHODS

The sources were selected so that a dental informatics professional could repeat the pro-
cess. Web of Sciencie, Pubmed, EMBASE, Scopus and Open Alex were searched for publications 
that combined federated learning, differential privacy or privacy-preserving machine learning 
with dental, medical imaging or electronic health record terms. Records were merged, de-dupli-
cated by digital object identifier and screened so that a study was retained when it developed or 
evaluated a federated or privacy-preserving method for a dental or transferable medical imaging 
task, or when it reviewed the field. Reference metadata were verified against Crossref, and a study 
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whose record could not be verified was excluded rather than retained on a title alone. The dental 
terms were deliberately narrow, because the dental federated learning literature is small, and the 
medical terms were deliberately broad, because the transferable evidence is what fills the dental 
gap, and the distinction between the two is preserved throughout the synthesis so that a dental 
claim is never mistaken for a medical one.

The synthesis ordered the retained evidence by practical relevance rather than by method or 
by anatomy. A dental application was ranked ahead of a medical one, a task with a clear clinical use 
ahead of a methodological refinement, and a study that reported accuracy together with a privacy 
guarantee ahead of one that reported either alone. The ordering reflects a judgment about what 
a practitioner can act on first, and it is stated openly so that a reader who disagrees can reorder 
the evidence without losing any of it. Two tables and one decision figure organize the evidence: 
one table lists the federated dental and medical applications, the second lists the privacy techni-
ques and their trade-offs, and the figure presents the decision a practitioner faces. The method 
is deliberately light, because the review’s audience is a professional who needs a decision, not a 
systematic reviewer who needs an exhaustive protocol, and the trade-off between completeness 
and usefulness is resolved in favour of usefulness. This choice is defensible only if the evidence 
that supports each recommendation is named in the text, and it is, so that a reader who wants 
to check a recommendation can follow the citation to its source and judge the strength of the 
support for themselves.

DEVELOPMENT

The evidence is ordered from what a practitioner can adopt today to what remains research. 
Federated learning is ready for dental detection tasks, it works with privacy and interpretability 
added, and its remaining gaps are in deployment rather than in feasibility.

What works now
Federated learning has been demonstrated on the dental tasks that matter most, and it 

reaches accuracy close to centralized training. For caries detection, Gopinath et al.(4) built an 
automated system that trained across X-ray images without moving them, and Kumar et al.(5) 
combined a privacy-aware and interpretable framework for caries classification, which showed 
that the accuracy of a federated model need not come at the cost of an explanation a clinician 
can read. The caries task is the natural starting point because the data are abundant, the labels 
are well defined and the clinical value is immediate, and a dental network can therefore expect a 
federated caries detector to be its fastest win.

For panoramic pathology, Maniraj et al.(6) reported Fed-ADD, a federated detector of dental 
pathologies from panoramic radiographs, and Dhas et al.(7) added uncertainty estimation to a pri-
vacy-preserving federated model for multi-institutional dental diagnosis, so that the model reports 
when it is unsure rather than issuing a confident error. The uncertainty addition matters in practice, 
because a clinician will trust a model more when it says it is unsure than when it is silently wrong, 
and it is the single feature that most improves the clinical acceptability of a federated detector. For 
oral cancer, Wu et al.(8) applied privacy-preserving federated learning to multi-site oral squamous 
cell carcinoma detection, and this is the task for which the privacy benefit is largest, because oral 
cancer data are scattered and sensitive. In each of these cases, the required trade-off was modest: 
the federated model lost a small amount of accuracy relative to a centralized one, and it gained 
the ability to train on data that no central server could lawfully hold.

The readiness of the dental tasks is the key finding, because it reverses a common assump-
tion. A practitioner might assume that federated learning is a research technique too immature for 
clinical dental work, but the dental demonstrations of caries, panoramic pathology and oral cancer 
detection show the opposite, that the technique is past feasibility and into the stage where a ne-
twork can adopt it for the tasks that matter. The remaining uncertainty is not whether federated 
learning works, but whether it keeps working when the participants change and the data drift, 
and that uncertainty is the reason the discussion returns repeatedly to deployment.

The same readiness is visible in the wider medical imaging literature, which supplies the evi-
dence that a dental team can borrow. Bakas et al.(9) reviewed federated learning in healthcare from 
research to deployment and concluded that the technique is mature for imaging, and Shukla et 
al.(10) reached the same conclusion for computational pathology, while Li et al.(11) reviewed cardio-
vascular prediction and found consistent, near-centralized performance across clinical applications.

The cardiovascular case is instructive because it is a tabular, multi-site problem rather than 
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an imaging one, and its success shows that federated learning is not tied to a single data type, 
which matters for a dental network that also holds structured clinical fields alongside its images. 
What this means for dentistry is that the burden of proof has been met elsewhere, and a dental 
team does not need to re-derive the method, only to apply it to dental images. The risk of appl-
ying it is therefore a risk of integration rather than of invention, and an integration risk is one that 
a competent engineering team can retire, which is the most useful thing the medical evidence 
contributes to the dental decision.

The size of the accuracy trade-off is the first thing a practitioner asks about, and the evidence 
answers it consistently across studies. Across the dental and medical studies, federated training 
reached accuracy within a few percentage points of centralized training, and the gap narrowed as 
the number of participating sites grew, which is the expected behavior for a method that combines 
many small datasets into a single statistical pool.

The differential-privacy step added a further small loss, and the interpretability step added 
none, so the total cost of the recommended configuration, federated training with differential pri-
vacy and an explanation, is a few percentage points of accuracy against a large gain in the lawful 
reach of the training data. In practice, a clinic should weigh that few percentage points against 
the alternative, which is a model trained on a single clinic’s data, and the single-clinic model is the 
less accurate of the two, so the trade-off is a net gain rather than a cost.

The breadth of the medical applications is itself evidence that the technique is general, and 
it is worth listing because a dental team can borrow the method from any of them. Federated lear-
ning has been demonstrated for stroke detection by Samuel et al.,(12) for tuberculosis diagnosis 
by Bhattacharjee et al.,(13) for skin lesion classification by Alfalahi et al.(14) and Awais et al.,(15) for 
breast cancer by Ahmed et al.,(16) for liver cancer by Lou et al.,(17) for thoracic disease by Zulqarnain 
et al.,(18) for eye disease by Niro et al.,(19) and for brain aging and dementia by Roca et al.(20) and 
Moniruzzaman et al.,(21) and for lymph node metastasis from CT foundation models by Bhalla et 
al..(22) Each of these reported accuracy close to centralized training, and each required the same 
trade-off that a dental task would require, a small loss of accuracy in exchange for the ability to 
train on data that could not be pooled. The dental reader does not need to study each of these, 
but their number is the point: federated learning is not a niche technique, and the risk of applying 
it to dental images is low because the risk has already been paid elsewhere.

What can be added
Privacy is not all-or-nothing, and federated learning can be hardened with two techniques 

that the dental studies have begun to adopt. The reason this matters is that federated learning 
alone, without any added noise, is not a complete privacy guarantee, because the model updates 
that a clinic transmits can be inspected and, in some settings, reconstructed into the data that 
produced them, and a practitioner who believes otherwise is accepting a privacy claim that the 
security literature does not support. Differential privacy adds noise to the shared model updates 
so that no individual patient can be reconstructed from them, and Mohammadi et al.(23)set out 
the methods and trade-offs for medical deep learning, while Pavate et al.(24)described the con-
vergence between differential privacy and federated learning in healthcare. The cost of differential 
privacy is a small accuracy loss, and the dental studies that added it, such as the caries framework 
of Kumar et al.,(5)found the loss acceptable for the privacy gained. The noise parameter is itself a 
decision, because more noise means more privacy but less accuracy, and a clinic should choose 
the parameter with its data-protection officer rather than accept a vendor’s default, because the 
default is chosen to protect the vendor, not the patient. Interpretability can also be preserved, and 
Dhas et al.(7)and Kumar et al.(5)both paired federated training with an explanation, which matters 
because a clinician will not adopt a privacy-preserving model that is also a black box. For the pur-
pose of adoption, the combination of federated training, differential privacy and an explanation 
is therefore the configuration that a dental network should target, and it is achievable with the 
methods already published.

The workflow that a clinic follows is simple enough to state in a single paragraph, and stating 
it removes much of the mystery that surrounds the technique. The clinic keeps its data on its own 
machines and trains a local copy of the model, and it sends only the model’s updated parameters 
to the aggregator, never the data that produced them, so the patient’s record never leaves the 
building where it was made.

The aggregator averages the parameters it receives from many clinics and sends the averaged 
model back, and the cycle repeats, round after round, until the model stops improving. In practice, 
the clinic’s burden is the computation of the local training step and the network cost of transmit-
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ting the parameters, and both are within the reach of a modern dental practice that already runs 
imaging software on a daily basis. This simplicity is the practical advantage of federated learning, 
and it is the reason the technique can be adopted without a data scientist on every site, which is 
the very constraint that most small dental clinics face.

Beyond differential privacy and interpretability, a set of hardening techniques has been de-
monstrated that a dental network can adopt selectively. Homomorphic encryption allows the 
aggregator to combine encrypted model updates without ever seeing them, and Josephine Usha 
et al.(25) and Zuo et al.(26) applied it to multi-institutional imaging, at the cost of additional com-
putation. Blockchain integration, described by Shahsavari et al.,(27) adds an audit trail to the ag-
gregation, and swarm intelligence, demonstrated by SayedElahl et al.,(28) replaces the central 
aggregator with a peer-to-peer one, which removes the aggregator as a single point of trust.

Explainability can be preserved in a federated model, as Penzel et al.(29) and Mohanraj et 
al.(30) both showed, and pseudo-labeling, demonstrated by Montaha et al.,(31) reduces the need 
for labeled data across sites, while the federated nnU-Net of Skorupko et al.(32) shows that even 
segmentation, the most data-hungry task, can be federated. For the purpose of this review, these 
techniques are options rather than requirements, and the practitioner should choose the lightest 
combination that satisfies the privacy need, because each added technique has a cost in engi-
neering and in accuracy.

What remains research
The gaps are not in feasibility but in evidence of deployment. No dental benchmark yet exists 

against which a federated model can be judged, and the field relies on medical benchmarks that 
do not capture dental anatomy, so a federated caries model is being compared against medical 
imaging tasks that do not share its tooth-level structure.

No long-term study has followed a federated dental model from training through clinical 
use, so the claims of near-centralized accuracy rest on research datasets rather than on deployed 
performance. Security is a further open area, because Faraoun et al.(33)demonstrated a backdoor 
attack on federated medical imaging, and Giouroukou et al.(1)catalogued the metadata and pixel-le-
vel re-identification risks that federated learning alone does not remove. The research base is also 
uneven in a way that a practitioner should know before investing.

The field is growing fast, as the bibliometric analysis of Ghaeli et al.(34)documents, and the 
review literature, from Popuri et al.(35)through Daram et al.(36)and Kothari Lakshmi Kasturi et 
al.,(37)has moved from describing the promise to cataloguing the deployments, but the growth 
is concentrated in a few imaging tasks and has not reached dentistry at scale. The privacy risks 
are real but bounded, and Dolezel et al.(38)reviewed them systematically, while Raggio et al.(39)
showed that federated training can be combined with a privacy guarantee for a single task, and 
Shrimali et al.(40)examined how the choice of aggregation function changes what is learned and 
what leaks. The pretraining-to-privacy path that Jiang et al.(41)described for ultrasound and the 
privacy-preserving translation of Li et al.(42)show the direction the field is moving, and Soltanieh 
et al.(43)reviewed the same path in neurology. These studies define the frontier, and a dental team 
that adopts federated learning is adopting a moving frontier rather than a finished tool, which is 
itself a reason to start with the simplest task that the evidence supports.

The research agenda that would close these gaps is short and specific, and it is worth stating 
because a dental network that is deciding whether to invest wants to know what it is investing 
in. A dental benchmark is the first need, because it would let the field measure its progress and 
would let a buyer compare federated models on equal terms, and building it is a task for a dental 
research consortium rather than for any single clinic.

A deployment study is the second need, because it would replace the inference that federated 
learning will work in practice with the demonstration that it did, and it is a task for a vendor or a 
network that is already committed to a federated product. A security evaluation is the third need, 
because the backdoor and leakage risks are real but their dental-specific severity is unknown, and 
it is a task for the security research community in partnership with a dental network. Each of these 
is a concrete action with a named recipient, and they are the same recommendations that the 
discussion states from the practitioner’s side, stated here from the research side.

These gaps are concrete, and each is paired with a recommendation in the discussion, becau-
se the review’s purpose is to tell a practitioner what to do, not only what is known. The applications 
are listed in (Table 1), and the privacy techniques with their trade-offs in (Table 2).

https://doi.org/10.62486/aid2026128


Rodríguez Yanes et al. SAP Artificial Intelligence in Dentistry. 2026;2:128

https://doi.org/10.62486/aid2026128 6

Table 1. Federated learning applications in dental and medical imaging ordered by practical relevance.

Application Dental or medical Privacy feature Readiness

Caries detection Dental Differential privacy, interpretability Demonstrated

Panoramic pathology detection Dental Uncertainty, differential privacy Demonstrated

Oral squamous cell carcinoma detection Dental Privacy-preserving multi-site Demonstrated

Cardiovascular prediction Medical FL across sites Transferable

Computational pathology Medical FL across sites Transferable
Note: FL = federated learning.

Table 2. Privacy-preserving techniques and their trade-offs.

Technique What it protects Cost

Federated learning alone Data remain local Model updates can leak information

Federated learning + DP Adds noise to updates Small accuracy loss

Federated learning + DP + interpretability Adds explanation Additional engineering

Synthetic data Replaces real records Loses rare findings
Note: DP = differential privacy.

DISCUSSION

The practical implication comes first, because it is the one a dental network can act on this 
year. A dental network that wants to train a shared model without pooling patient data should start 
with a federated caries or panoramic pathology detector, because those are the tasks for which 
the dental evidence is strongest and the accuracy loss relative to centralized training is smallest. 
The recipient of this implication is the dental network or the vendor that serves it, and the action 
is specific: select a federated framework, apply differential privacy at the update step, and add an 
explanation so the model can be audited. This implies a further decision, that the network should 
not wait for a perfect dental benchmark before starting, because the medical benchmarks are 
sufficient to begin and the dental benchmark can be built in parallel.

The comparison with the wider literature is oriented to that decision. Bakas et al.(9)reviewed 
healthcare federated learning and found the method mature for imaging, and Mir et al.(44)reviewed 
the ethics and concluded that federated learning is a privacy-preserving and equitable route but 
not a legal compliance mechanism, which is the point a regulator needs to hear. The dental reviews 
of Rischke et al.(45)and the data-sharing analyses of Brinz et al.(2)and Uribe et al.(3)all converge on 
the same conclusion: federated learning solves the technical problem of pooling data, but it does 
not remove the legal and governance problem of sharing it, and the two must be handled together.

This contrasts with the earlier enthusiasm of Schwendicke et al.,(46)who framed the chances 
and challenges of dental artificial intelligence before federated learning was widely demonstrated, 
and it is a contrast between a promise and its partial fulfilment. The differential-privacy literatu-
re sharpens the point, because Mohammadi et al.(23)and Pavate et al.(24)both showed that the 
privacy guarantee of federated learning is only as strong as the noise added to it, and Dolezel et 
al.(38)reviewed the residual risks systematically, while Giouroukou et al.(1)and Raggio et al.(39)
demonstrated that the privacy of the pipeline, not just the model, is what a regulator must audit. 
The general reviews of Daram et al.,(36)Kothari Lakshmi Kasturi et al.(37)and Popuri et al.(35)repeat 
the same sequence from promise to deployment, and Ghaeli et al.(34)documents that the field’s 
growth has outpaced its dental penetration.

The comparison between the four alternatives can be reduced to a single decision, and it is 
the decision the whole review serves. Centralized training offers the highest accuracy but is un-
lawful or impractical for pooled patient data, local training is lawful but underpowered, synthetic 
data is lawful but loses rare findings, and federated learning is lawful and retains the rare findings 
at a small accuracy cost.

In practice, the choice is therefore not between four equal options but between federated 
learning and a lesser alternative, and the lesser alternative is local training, which federated learning 
dominates on every axis except simplicity. For the purpose of this review, the practitioner should 
choose federated learning when the privacy of the data is a hard constraint, which in dentistry it 
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always is, and should choose a simpler method only when the task is so narrow that a single clinic’s 
data already suffices, which is rare.

For practitioners, the implications are concrete and each names its recipient. A clinic asked 
to join a federated network should require, before it agrees, that the aggregator uses differential 
privacy and that the shared model includes an explanation, because those are the two features that 
turn a privacy claim into an auditable one, and the clinic’s data-protection officer is the person who 
should verify them before the clinic commits its patients to the network. A vendor selling dental 
artificial intelligence should state which of its models were trained federated, because the buyer 
has a right to know whether the accuracy figure was earned on pooled or on distributed data, and 
the buyer’s clinical director is the recipient of that statement, which should be made in the product 
documentation rather than only on request. A regulator evaluating a federated system should 
treat federated learning as a technical complement to, not a substitute for, a lawful basis for pro-
cessing, and should ask whether the system’s metadata, not just its pixels, are protected, because 
Giouroukou et al.(1)showed that metadata leaks identity even when the images are de-identified, 
and the audit should therefore follow the metadata as closely as it follows the pixels.

For the purpose of prioritization, the evidence ranks the tasks. Caries and panoramic patho-
logy are the tasks to deploy first, oral cancer the task to invest in next because its privacy benefit is 
highest, and rare dental findings the tasks where synthetic data should not be used as a substitu-
te, because synthetic data loses the rare findings that federated learning preserves. The decision 
figure presents this ranking as a flow (Figure 1), so that a practitioner who must choose a starting 
point can follow it to a decision without reading the whole review. The ranking is not a matter of 
preference but of evidence density, and a dental network that departs from it should know that it 
is departing from the strongest part of the literature into a part that is still being written.

Figure 1. Decision flow for choosing a privacy-preserving training approach in dental artificial 
intelligence.

The evidence density itself is a fact about the field, not a value judgment, and it is the reason 
the review can be confident about caries while being cautious about rare lesions, and a practitioner 
who reads only the confident parts of this review will still have a workable plan.

A further practical implication concerns the recurring costs, and it names the people who 
must carry them. Federated learning shifts the cost of data from movement to computation, be-
cause every participating clinic must train a local model and transmit its updates, and the clinic’s 
information-technology staff should budget for that computation before the clinical staff is pro-
mised a working model. The aggregator, whether it is a vendor or a lead hospital, must maintain 
the security of the aggregation step, because Faraoun et al.(33)showed that a compromised ag-
gregator can be used to plant a backdoor, and the aggregator’s security officer is the person who 
owns that risk. The clinical lead who signs off on a federated project should require, in the project 
plan, a named person for each of these responsibilities, because a privacy-preserving technique 
that no one is responsible for is not preserved in practice.
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The vendor perspective is distinct from the clinic perspective, and it is worth stating because 
the two are often conflated. A vendor that sells a centralized dental model has an incentive to keep 
training data under its own control, because the data is the asset, whereas a vendor that sells a 
federated service earns from the service rather than from the data, and the two business models 
produce different incentives for privacy. For practitioners, this implies that a clinic should ask a 
vendor whether its model was trained federated and, if not, why not, because the answer reveals 
whether the vendor’s interest is in the clinic’s data or in the clinic’s problem, and the clinic’s pro-
curement lead is the person who should ask.

For regulators, the same distinction implies that a privacy audit should follow the data ra-
ther than the marketing, because a product described as privacy-preserving may still collect data 
centrally under a different name, and the audit is the only way to tell. This is a concrete action with 
a recipient, and it is the implication that ties the technical evidence to the commercial reality in 
which a dental network actually operates.

The equity dimension deserves its own statement, because it is the reason federated learning 
matters beyond privacy. A centralized dental model is trained on whichever clinics can share data, 
and those clinics are disproportionately large, well-resourced and urban, so the model inherits 
their patients and underperforms on everyone else. Federated learning lets a small rural clinic 
contribute to a shared model without surrendering its data, and Mir et al.(44)identified this as one 
of the principal equitable benefits of the technique in their ethics review.

For practitioners, the implication is that a dental network should recruit the small and the 
rural clinics first, because they are the ones whose data are most valuable and most underused, 
and the network’s outreach lead is the person who should recruit them. This is a concrete action 
with a recipient, and it is the one implication of this review that is about justice rather than about 
efficiency, but it follows from the same evidence and the same logic.

The limitations are integrated with their recommendations, because a limitation without a 
remedy is not useful to a practitioner. The first limitation is that the dental evidence is small and 
recent, and most of the transferable evidence is medical, so a dental team should treat the medical 
results as a floor rather than a ceiling and should validate the federated model on its own images 
before trusting it on patients.

The second limitation is that no dental benchmark exists, so a dental network should con-
tribute to building one, because a field without a benchmark cannot tell whether it is improving, 
and the network’s research lead is the person who should coordinate that contribution. The third 
limitation is that the security of federated learning is not settled, as the backdoor attack of Faraoun 
et al.(33)shows, so a deployed system should include anomaly detection at the aggregator and 
should not assume that federated learning is inherently secure, and the aggregator’s security 
officer should own that assumption explicitly.

The fourth limitation is that the long-term behavior of a federated dental model, as new cli-
nics join and leave and as the data drift, has not been studied, so a deployed system should log its 
accuracy over time and revalidate when the participant set changes, and the clinical lead should 
review that log. Each of these is a concrete action with a named recipient, and together they define 
what the field should do next.

CONCLUSIONS

Federated learning is the right answer to the privacy problem in dental artificial intelligence, 
and it is ready for the tasks that matter most, caries detection and panoramic pathology detection, 
where it reaches accuracy close to centralized training while keeping patient data local and secure.

The combination that a dental network should adopt, namely federated training with diffe-
rential privacy and an explanation, is achievable with published methods, and the medical imaging 
literature supplies the transferable evidence that the dental field can borrow. The workflow is simple 
enough for a small clinic to join, and the cost is a few percentage points of accuracy against a large 
gain in the lawful reach of the data.

What the field still lacks is a dental benchmark and long-term deployment evidence, and each 
gap has a concrete remedy: build the benchmark, run the deployment studies, and add anomaly 
detection to the aggregator.

Federated learning protects privacy but does not replace legal compliance, and the two must 
be managed together by the clinic, the vendor and the regulator, each of whom has a specific and 
named action to take.

A clinic should verify the privacy features before it joins a network, a vendor should disclose 
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how its model was trained, and a regulator should audit the data rather than the marketing, and 
if each of the three does its part faithfully, the promise of private, collaborative dental artificial in-
telligence becomes a working tool rather than a technical aspiration.
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