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ABSTRACT

The deployment of dental artificial intelligence depends not only on the accuracy of the models but on the infrastructure that hosts them
and the security that protects them, and this narrative review synthesizes the evidence on edge computing, the Internet of Things and
cybersecurity as the three determinants of that deployment. The available evidence converges on the conclusion that edge computing
reduces latency and preserves privacy but constrains model size, that the Internet of Things extends data collection into the home and
the mouth while multiplying the attack surface, and that cybersecurity is the least mature of the three, with adversarial attacks and data
governance emerging as the principal risks. The synthesis integrates the dental-specific evidence with the wider edge-computing and
medical-device-security literature, and it identifies the hybrid local-cloud architecture and federated learning as the approaches that best
reconcile privacy with performance. The review concludes that the technical infrastructure for dental artificial intelligence is maturing
faster than the security and governance that its deployment requires, and that the field must close that gap before connected dental
intelligence can be deployed at scale.
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RESUMEN

El despliegue de la inteligencia artificial odontoldgica depende no solo de la precision de los modelos, sino de la infraestructura que los
aloja y de la seguridad que los protege, y esta revision narrativa sintetiza la evidencia sobre la computacién perimetral, el Internet de
las cosas y la ciberseguridad como los tres determinantes de ese despliegue. La evidencia disponible converge en que la computacion
perimetral reduce la latencia y preserva la privacidad pero limita el tamafio de los modelos, en que el Internet de las cosas extiende la
recogida de datos al hogary a la boca al tiempo que multiplica la superficie de ataque, y en que la ciberseguridad es la menos madura de
las tres, con los ataques adversarios y la gobernanza de datos como principales riesgos. La sintesis integra la evidencia especificamente
odontoldgica con la literatura mas amplia sobre computacion perimetral y seguridad de dispositivos médicos, e identifica la arquitectura
hibrida local-nube y el aprendizaje federado como los enfoques que mejor concilian privacidad y rendimiento. La revision concluye que la
infraestructura técnica de la inteligencia artificial odontolégica madura mas rapido que la seguridad y la gobernanza que su despliegue
requiere, y que el campo debe cerrar esa brecha antes de que la inteligencia dental conectada pueda desplegarse a escala.
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INTRODUCTION

The deployment of dental artificial intelligence is usually discussed as a problem of model
accuracy, but the accuracy of a model is only the first of the conditions that determine whether
it can be used in practice. A model that classifies a radiograph perfectly is of no practical use if it
cannot run where the radiograph is, if the data it needs cannot be collected or moved safely, or
if the device that hosts it can be compromised by an attacker. These three conditions, where the
model runs, how the data reaches it, and how the whole system is secured against misuse, are
the infrastructure of dental artificial intelligence, and they are the subject of this review. The three
themes that structure it, edge computing, the Internet of Things and cybersecurity, are therefore
not peripheral to the field but the determinants of whether its accurate models ever leave the
laboratory and reach the clinic.

The urgency of these questions is rising in step with the pace of the field itself. The dental
artificial intelligence models have reached the point of clinical accuracy across detection, diagnosis
and planning, and the natural next step is to connect them, to run them at the point of care and to
feed them with data from devices beyond the clinic, and it is exactly this next step that the three
themes govern. A field that has mastered the model but not the infrastructure will find that its ac-
curate models stall at the very threshold of deployment, and the review is written for the moment
at which that threshold is now being crossed. The reader who is deciding how to deploy a dental
model, or who is weighing whether to adopt a connected dental device, is the reader for whom
these three themes are the practical questions rather than the distant background.

The three themes are tightly coupled, and their coupling is the reason they are reviewed to-
gether. Edge computing moves the computation to the device or to the clinic itself to reduce the
latency and the privacy exposure of sending data to a cloud, and it is the answer to the question
of where a dental model should run. The Internet of Things extends the reach of the system well
beyond the clinic, into the patient’'s home and into the mouth itself, and it is the answer to the
guestion of where the data comes from. Cybersecurity is the constraint that both of the other two
impose, because every edge device and every connected sensor is a potential point of compromise
for an adversary, and it is the answer to the question of whether the whole system can ultimately
be trusted. The three themes therefore describe a single system, the connected and distributed
dental intelligence, and the review deliberately treats them as three views of that one system ra-
ther than as separate topics.

The intended audience for this review is the practitioner and the developer who must make
the deployment decisions, and the review is written for them rather than for the specialist in any
one of the three themes. The edge-computing specialist and the cybersecurity specialist will find
the treatment of their own theme introductory, and the dental practitioner will find the treatment
of the clinical context introductory, and this is deliberate, because the review's contribution is the
integration across the three themes rather than the depth within any one. The value of reading
the three themes together, rather than separately, is that the trade-offs between them, which are
the actual day-to-day decisions of a deployment, become visible only in the combined view, and
that combined view is what the review provides.

The objective of this review is to synthesize the evidence on edge computing, the Internet of
Things and cybersecurity as the determinants of the deployment of dental artificial intelligence, and
to integrate the dental-specific evidence with the wider edge-computing and medical-device-se-
curity literature. The review anticipates its axes at the outset: the first axis examines the evidence
on edge computing for on-device dental inference, the second the evidence on Internet of Things
devices and their role, and the third the evidence on cybersecurity threats and safeguards, with a
fourth and final axis on the deployment architectures that combine the other three.

DEVELOPMENT

Edge computing for on-device dental inference

The evidence on edge computing converges on the conclusion that it is the natural host for
dental artificial intelligence, and the dental-specific literature echoes the wider edge-intelligence
literature in reaching that same judgement. Edge computing moves the inference to the device or
to the clinic, which reduces the latency of the classification and, more importantly, keeps the clinical
data on site rather than transmitting it to a remote cloud, and these two properties are the reason
it is repeatedly proposed as the deployment architecture for dental models.(1-3)The constraint that
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edge computing imposes is the size of the model, because an edge device cannot host the largest
and most demanding networks, and the lightweight models and the TinyML approaches that the
wider literature develops are the direct response to that constraint.(4,5) The dental literature that
addresses deployment explicitly reaches the same conclusion, that a local or a hybrid model is the
practical answer for a clinic that must keep its patients’ radiographs and records on site.(6,7) Eight
studies support this axis directly, and they converge on the trade-off between latency and model
size as its defining feature.

The privacy motivation behind the edge deployment deserves emphasis, because it is the
reason the dental field prefers the edge over the cloud despite the capacity advantage of the latter.
A dental radiograph is identifiable clinical data, and the regulatory and ethical requirements that
govern its handling are stricter than the requirements that govern, say, an image of a product, so
a clinic that sends its radiographs to a cloud is assuming a compliance burden that a local model
avoids. The edge therefore answers not merely a technical question but a governance one, and the
dental deployment literature is explicit that this, rather than the latency, is the deciding factor for
the clinical setting.(6,7) This is why the local and hybrid architectures are proposed even though
the cloud could run a larger and more accurate model, and it is the reason the review treats the
privacy property as the defining feature of the edge axis rather than as a secondary benefit.

The dental applications that the edge deployment serves are the same applications that
dominate the dental artificial intelligence literature, the detection, the diagnosis and the planning,
and the edge does not change what the models do but only where they do it. A caries detector that
runs on a device in a community screening, a segmentation model that runs in the clinic’'s own
hardware, and a planning model that runs on the workstation are all the same model deployed at
the edge rather than in the cloud, and the dental deployment papers describe exactly these cases.
(6,8,9)The benefit that the edge confers is therefore not a new capability but a new locus, and the
locus matters because it determines the latency, the privacy and the availability of the model. The
community screening example is the most instructive, because it is the case in which the edge
deployment is not a mere preference but a genuine necessity, there being no reliable connectivity
to a cloud in the field setting.(8)This is the axis’s practical and settled conclusion: the edge is where
the dental model must run whenever the clinic or the field is its intended destination.

The locally executable dental systems provide the concrete demonstration of this axis. The
local hybrid systems that run the inference on consumer or clinic hardware, and the community
screening tools that run on a device in the field, show that the edge deployment is not merely
proposed but implemented, and their reports emphasise the privacy benefit of keeping the data
local as the primary motivation.(6,8) The federated-learning framework in endodontics extends
the same privacy logic to the training of the model, proposing that the models be trained across
institutions without the images ever leaving each site, and this is the edge principle applied to
the learning rather than the inference.(10)The adversarial-vulnerability study on panoramic seg-
mentation is the cautionary counterpoint, showing that a model deployed at the edge inherits the
vulnerabilities of the model it hosts, and that the edge does not, by itself, make the system secure.
(1M)Eleven studies in total bear on this axis when the federated and the adversarial evidence are
included together, and the consistent message is that the edge is the right place for the inference
and the wrong place to assume security.

The Internet of Things in dental care

The evidence on the Internet of Things describes an extension of the dental system beyond
the clinic, and the dental literature on this axis is thinner than the edge-computing literature
because the connected dental device is an earlier and more fragmented category. The Internet
of Things devices that the wider literature describes, the sensors, the wearables and the smart
patches, generate the continuous and in-situ data that the clinic-based examination cannot, and
the dental-specific examples, the smart toothbrush and the intraoral sensor, belong squarely to
this category.(12-14)The Internet of Medical Things extends the same logic to the clinic, connecting
the imaging and the monitoring devices into a network that continuously feeds the artificial inte-
Iligence models, and the blockchain-based frameworks that the wider literature proposes are the
response to the governance problem that this connectivity creates.(15,16) Seven studies support
this axis directly, and they describe, in summary, a data-rich but governance-poor extension of the
dental system into new settings.

The dental manifestations of the Internet of Things are earlier and more fragmented than the
literature's maturity might suggest, and this fragmentation is itself a finding. The smart toothbrush,
the intraoral sensor and the connected imaging device are the dental instances of a category that
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is otherwise well developed in the medical domain, and the dental literature treats them as emer-
ging rather than established, which reflects both the small scale of the dental device market and
the absence of the interoperability standards that the wider Internet of Medical Things has begun
to develop.(12,14) The consequence is that the dental connected device is adopted piecemeal, one
product at a time, without the common security and governance layer that would make the pie-
cemeal adoption safe, and this is the condition in which the security risk described below arises.

The connected dental device carries a specific risk that the wider Internet of Things literatu-
re names precisely, and it is the multiplication of the attack surface. Every connected sensor and
every smart device is a potential point of entry for an attacker, and the intrusion-detection and
the secure-authentication approaches that the wider literature develops are the response to that
risk.(17-19)The dental-specific evidence on this particular risk is sparse, which is itself a finding,
because the dental field has adopted the connected device more readily than it has adopted the
security practice that the device requires, and the dentists’ awareness studies confirm that the
security dimension is under-recognised in the profession.(20,21) The patient-perspective and the
public-health studies add the further point that the connected dental system raises expectations
and questions that the profession is only beginning to articulate.(22,23) Eleven studies bear on this
axis when the awareness and the perspective evidence are included together, and the consistent
message is that the connectivity has arrived before the governance that should accompany it.

The data that the connected dental device produces is the reason its security matters, and the
nature of that data deserves a word. The intraoral photograph, the radiograph and the longitudinal
record of a patient’s oral health are identifiable, sensitive and, in aggregate, more revealing than
a single data point, because they describe a person’s health, habits and even identity over time.
The connected device that collects and transmits this data is therefore not a convenience with a
security afterthought but a custodian of sensitive health information, and the review treats it as
such throughout. This is the reason that the security axis is not optional but constitutive, and it is
the reason the governance question, the question of who may access the data and under what
conditions, is as important as the technical question of how the data is protected.

Cybersecurity threats and safeguards

The evidence on cybersecurity is the least mature of the three axes, and the dental-specific
evidence is the thinnest of all, which is itself the review's most important negative finding. The
wider medical-device-security literature is unambiguous that the connected medical device is a
target, and that the risk is not hypothetical, and the modular risk-management and the zero-trust
frameworks that it proposes are the safeguards that a dental deployment would need.(24-26)The
security literature on the Internet of Things adds the specific threat models, the intrusion, the
tampering and the privacy breach, and the artificial-intelligence-driven defences that it develops
are a response to those models.(27-29)The adversarial-vulnerability study on dental radiographs is
the single most direct piece of dental evidence on this axis, and it demonstrates that the models
themselves, not merely the devices, are vulnerable.(11)The dental field therefore has the framework
and the threat models readily available to it, but it has generated little evidence of its own on their
application, and that specific gap is the axis's defining feature. Ten studies support this axis directly,
and they converge on the conclusion that the safeguards exist while the dental evidence of their
application does not yet.

The specific threats that a dental deployment faces are the same threats that the wider
medical-device literature catalogues, and they can be stated concretely. The first is the adversarial
attack on the model, in which a perturbed image causes a misclassification, and the dental adver-
sarial-vulnerability study demonstrates that the panoramic segmentation models are susceptible
to exactly this.(11)The second is the intrusion into the device or the network, in which a connected
sensor or an imaging device is compromised to exfiltrate data or to corrupt the output, and the
intrusion-detection literature supplies the defences that the dental field has not yet adopted.(17,18)
The third is the privacy breach in the transfer of the data, and the federated and the encryption
approaches are the response.(30,31) These three threats map onto the three axes of the review, and
they are the reason the axes cannot be secured in isolation from one another.

The safeguards that the literature proposes are themselves a taxonomy, and it is worth laying
them out so that the dental practitioner can see what is available. The preventive safeguards, the
secure authentication and the encryption, protect the device and the transfer before an attack
occurs, and the post-quantum and the blockchain-based frameworks are the more demanding
instances of this class.(31,32) The detective safeguards, the intrusion-detection and the anomaly-de-
tection models, identify an attack that has occurred, and the lightweight transformer and the
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drift-aware detectors are the edge-appropriate instances.(17,18) The governance safeguards, the
risk-mmanagement and the zero-trust frameworks, organise the whole into a defensible posture,
and the modular frameworks that integrate the cybersecurity with the patient safety are the most
complete instance.(24,25) The dental field has all three classes available to it, and the review's con-
clusion is that it has adopted the preventive class in the form of the local deployment while leaving
the detective and the governance classes largely to the wider, non-dental literature.

The governance dimension completes the cybersecurity axis, and it is the part that the te-
chnical literature alone cannot address. The data-security and the ethical-awareness studies in
dentistry document that the profession recognises the importance of data security without yet
having the practices in place, and the patient-perspective studies show that the public’s trust in
the connected dental system is conditional on exactly those practices.(20,22) The blockchain and
the post-quantum authentication frameworks of the wider literature are the technical answers to
the governance question, and the simulation studies of differentially private federated learning
are the bridge between the privacy of the data and the performance of the model.(30,31,33)The
experimental protocols for secure healthcare artificial intelligence provide the template for how
the dental field could generate the evidence it currently lacks.(34)Nine studies bear on the gover-
nance sub-axis, and they describe a ready set of tools that the dental field has not yet taken up in
its own practice.

The remaining studies complete the picture with evidence on the enabling and the limiting
factors. The software-development report documents how the dental tools themselves are now
built with artificial intelligence assistance, and the survey of security and privacy issues in edge-as-
sisted Internet of Things supplies the threat taxonomy that the dental field has not yet produced
for itself.(9,35) The blockchain-based patient-centric framework and the FPGA-enabled smart im-
plants represent the two ends of the connected-device spectrum, the governance layer and the
device itself, and the educational-gaps study and the public-health-surveillance review situate the
deployment within the workforce and the system that must adopt it.(36-39)Six studies support
this enabling axis, and they converge on the conclusion that the tools and the devices exist while
the workforce and the governance that would use them safely do not yet.

Deployment architectures

The evidence on deployment architectures synthesises the other three axes into a set of
concrete, actionable choices, and it is the most actionable of the four axes. The hybrid local-cloud
architecture, in which the inference runs locally and the more demanding computation or the mo-
del updates run in the cloud, is the architecture that the dental deployment literature consistently
proposes, and it is the architecture that best reconciles the latency and privacy of the edge with the
capacity of the cloud.(6,40) The federated-learning architecture extends the same reconciliation to
the training of the model itself, and it is the answer to the multi-institution privacy problem that
the dental repositories and the generalisation studies identify as a barrier to the field.(10,41,42)The
blockchain-based approaches add a governance layer to the architecture, and the edge-loT-secu-
rity surveys describe the full stack within which these choices are made.(32,43,44)Seven studies
support this axis directly, and they converge on the hybrid architecture and federated learning as
the approaches that the dental field should now adopt.

The choice among the architectures is a choice among trade-offs, and the review's purpose
is to make those trade-offs explicit rather than to prescribe a single answer. The hybrid architec-
ture accepts the complexity of running two environments in exchange for the privacy of the local
inference and the capacity of the cloud, and it is the choice that the dental deployment literature
reaches when it weighs the compliance burden against the model performance.(6,40) The fede-
rated architecture accepts the complexity of the distributed training in exchange for keeping the
data at its source, and it is the choice that the multi-institution generalisation problem requires.
(10,41) The blockchain layer accepts the overhead of a distributed ledger in exchange for a tam-
per-evident record of the data's provenance, and it is the choice that the governance problem
requires.(32,43) Each of these choices is a response to a specific requirement, and the practitioner
who understands the requirements can choose accordingly.

The cloud-only and the local-only alternatives each fail one of the requirements, and the
comparison is what makes the hybrid the consensus. The cloud-only architecture offers capacity
but fails the privacy and the latency requirement, and the local-only architecture offers privacy
but fails the capacity and the update requirement, and the dental deployment literature reaches
the hybrid as the natural resolution of that opposition.(6,7,45)The federated-learning framework
in endodontics and the differentially-private simulation are the concrete instances of how the hy-
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brid and the federated principles are applied in the dental domain, and they are the most directly
transferable evidence that the review can offer a practitioner.(10,30) The comprehensive dental
repositories that the generalisation literature calls for are the exact data foundation that the fede-
rated architecture would need, and the two are therefore complementary rather than competing
proposals.(41)Eleven studies bear on this axis when the repositories and the surveys are included
all together, and the consistent message is that the architecture is a largely solved problem and
the data and the governance are not yet.

DISCUSSION

The implication that the synthesis leads to is that the infrastructure of dental artificial intelli-
gence is maturing faster than the security and the governance that its deployment requires, and
this implication is the single most important conclusion of the review. The edge-computing and
the deployment-architecture evidence is mature and convergent, and it tells a practitioner clearly
where and how to run a dental model; the cybersecurity and the governance evidence is, by con-
trast, thin in the dental domain and borrowed largely from the wider medical-device literature,
and it tells the practitioner that the safeguards exist but have not been validated in dentistry. The
gap between the two is the risk that a connected dental system deployed today would carry, and
the review’s central message is that the field should close that gap deliberately before it deploys
at scale. The maturity of the edge and the architecture evidence should not be mistaken for the
maturity of the whole system, because a well-deployed model on an unsecured device is a liability,
not an asset, and the review's emphasis on the gap is meant precisely to prevent that mistake.

The relationships between the axes are as important as the axes themselves, and they are
what the thematic organisation is meant to reveal. Edge computing and the Internet of Things are
in genuine tension, because every connected device that the Internet of Things adds is a device
that the edge must secure, and the multiplication of devices that extends the data collection is
also the multiplication of the attack surface.(27,28) Cybersecurity is therefore the constraint that
the other two axes impose on each other, and the deployment architecture is the place where the
three axes are reconciled into a single coherent system.(43,44) The federated-learning approach
sits at the intersection of all four axes, because it addresses the privacy of the data, the distribution
of the computation and the security of the transfer in a single integrated design, and this is the
reason the review identifies it as the most promising single direction.(10,30)

The comparison with the wider medical-device and edge-computing literature is what gives
the dental findings their context, and it is instructive in both directions. The dental field is ahead
of the wider literature in one respect, which is the demonstrated enthusiasm for the local and
the community deployment, and behind it in another, which is the generation of its own security
evidence.(8,26) The wider literature has spent years building the frameworks and the taxonomies
that the dental field has only begun to borrow, and the borrowing is visible in the way the dental
deployment papers cite the medical-device-security literature rather than produce dental-specific
counterparts.(24,25) This is not a criticism of the dental field, which is young in this respect, but a
description of its position, and it is the position that the review's agenda is meant to move.

The cross-cutting gaps that the synthesis reveals are three, and they are stated as gaps rather
than as limitations of the review. The first is the absence of dental-specific cybersecurity evidence,
which the field borrows from the wider medical-device literature without validating it in the den-
tal context, so that a dental practitioner must currently trust conclusions that were established in
other specialties.(24,26) The second is the absence of the data foundation that the federated and
the generalisable approaches require, the comprehensive repositories that the field has repeatedly
identified as necessary but has not yet built.(41)The third is the awareness gap in the profession,
documented directly in the dentist studies, which means that the technical safeguards, even where
they exist, are not matched by the practices and the habits of the practitioners who would use them.
(20,21) These three gaps together are the agenda that the review leaves for the field to address.

The agenda that the review leaves is as specific as the gaps are clear, and it can be stated in
three items. The dental field needs its own security evidence, which means applying the threat
models and the intrusion-detection and the adversarial-robustness methods to dental models
and devices, rather than borrowing the conclusions from the wider medical-device literature.(11,24)
It needs the data foundation that the federated and the generalisable approaches require, the
comprehensive, privacy-preserving repositories that the field has identified as necessary but not
yet built.(41)And it needs the professional awareness that the safeguards require, the education
and the practice change documented as lacking in the dentist awareness studies.(20,38) These
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three items follow directly from the three gaps, and they are stated as an agenda rather than as a
general call for further research.

The implications for practice are the practical translation of the three axes, and they are
stated concretely rather than as a general caution. A practitioner who deploys a dental model
should choose the hybrid local-cloud architecture, keeping the inference and the identifiable data
on site and reserving the cloud for the model updates and the non-identifiable computation, be-
cause that is the architecture that the evidence converges on.(6,40) A practitioner who adopts a
connected dental device should assume that every device is a potential point of compromise and
should require, before adoption, the security practices that the device's vendor can demonstrate,
because the dental-specific security evidence is too thin to justify an assumption of safety.(20,27)
And a practitioner who participates in a multi-institution initiative should prefer the federated
approach, which keeps the data at its source, over the pooled approach, which concentrates the
risk.(10,30) These three recommendations follow directly from the three axes and are the review's
actionable content.

The recency of the evidence is itself a property of the field that the review must record, be-
cause it conditions every conclusion. The dental-specific studies of the three themes are, almost
without exception, from 2026, and the wider edge-computing and security literature that the
review borrows is likewise recent, so the synthesis describes a field at the very beginning of its de-
ployment rather than a settled practice. This recency cuts both ways: it makes the review timely,
because it captures the field at the moment the deployment questions first become urgent, and
it makes the conclusions provisional, because the dental-specific security evidence that the review
identifies as missing may well appear in the next few years. A reader who returns to these questions
later will find a field that has either closed the gap the review describes or failed to, and the three
axes identified here are the axes along which that progress, or its absence, should be measured.

Limitations

The limitations of this review follow from its narrative method and from the state of the
evidence it reviews. The selection of studies was not systematic, and the dental-specific eviden-
ce on the cybersecurity axis is so thin that the review necessarily borrows heavily from the wider
medical-device and edge-computing literature, which limits the directness of its conclusions for
the dental practitioner.

The thematic grouping, while transparent, inevitably assigns studies to axes on the basis
of the reviewer’s judgement, and a study that addresses two axes is assigned to the one that it
primarily addresses, with the cross-references noted where they matter. The absence of a den-
tal-specific security evidence base is itself a genuine finding of the review, but it is also a limitation
of the review, because it means the review's security conclusions are transferred from adjacent
fields rather than established within dentistry itself.

CONCLUSIONS

Edge computing and the deployment architectures for dental artificial intelligence are matu-
re and convergent, and the hybrid local-cloud architecture and federated learning are the approa-
ches that best reconcile privacy with performance, while the Internet of Things extends the reach
of the dental system into the home and the mouth and cybersecurity remains the least mature
and the least dental-specific of the three determinants.

The three themes are one system, and the review's synthesis shows that the system’s tech-
nical parts have matured ahead of its security and its governance, which is the condition in which
a deployment is most at risk, because the capability exists before the safeguards that should
accompany it. The infrastructure of dental artificial intelligence is therefore maturing faster than
the security and the governance that its deployment requires, and the field must close that gap,
through dental-specific security evidence, the data repositories that federated learning needs and
the professional awareness that the safeguards require, before connected dental intelligence can
be deployed at scale.

The infrastructure of dental artificial intelligence is therefore maturing faster than the secu-
rity and the governance that its deployment requires, and the field must close that gap, throu-
gh dental-specific security evidence, the data repositories that federated learning needs and the
professional awareness that the safeguards require, before connected dental intelligence can be
deployed at scale.
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