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SYSTEMATIC REVIEW

ABSTRACT
Background: Netnography and digital ethnography increasingly unfold across public, semi-public, and private platform spaces whose 
affordances, terms of service, and algorithmic structures evolve rapidly. The growing use of AI-assisted analysis of human-generated 
digital data introduces additional ethical challenges related to privacy, consent, identifiability, and analytical transparency. Objective: 
To synthesise how netnographic and digital ethnographic studies published between 2020 and 2026 conceptualise, justify, and opera-
tionalise ethical decision-making, and to derive a cross-disciplinary decision framework. Methods: A systematic review of netnographic 
and digital ethnographic research was conducted using major multidisciplinary academic databases and scholarly discovery platforms. 
Eligible studies published between 2020 and 2026 were screened and assessed according to predefined criteria. Thirty-one studies were 
included in the final synthesis. Findings were synthesised by research subquestion and mapped across six dimensions: platform visibility, 
community expectation, data sensitivity, identifiability, researcher interaction, and analytical technology. Results: Ethical practice was 
predominantly processual and context-dependent rather than based on fixed rules. Consent was negotiated in different ways according 
to platform context and research design, while privacy was generally understood as a spectrum shaped by access barriers, community 
expectations, and the sensitivity of the data rather than as a simple public-private distinction. Anonymisation was consistently attempted 
but remained inherently limited: strategies such as paraphrasing, translation, composite accounts, and image transformation reduced, 
but did not eliminate, searchability and re-identification risks. Vulnerability and researcher visibility received comparatively explicit 
attention, whereas data storage, platform terms, and AI-assisted analysis were less consistently reported. In particular, disclosure of au-
tomated analytical procedures remained limited. Conclusions: The review proposes a layered framework that maps ethical obligations 
across platform visibility, community expectation, data sensitivity, identifiability, researcher interaction, and analytical technology. The 
framework is descriptive rather than validated, and the evidence supporting its automation-related dimension remains comparatively 
limited because of sparse procedural reporting. Overall, the principal gap identified concerns the consistent and transparent reporting 
of ethical practices rather than the absence of ethical principles.
Keywords: netnography; digital ethnography; research ethics; informed consent; anonymisation and re-identification; AI-assisted 
analysis

RESUMEN
Antecedentes: La netnografía y la etnografía digital se desarrollan cada vez más en espacios de plataformas públicos, semipúblicos y 
privados, cuyas funcionalidades, términos de servicio y estructuras algorítmicas evolucionan rápidamente. El creciente uso de análisis 
asistidos por inteligencia artificial sobre datos digitales generados por personas introduce desafíos éticos adicionales relacionados con 
la privacidad, el consentimiento, la identificabilidad y la transparencia analítica. Objetivo: Sintetizar cómo los estudios netnográficos y 
etnográficos digitales publicados entre 2020 y 2026 conceptualizan, justifican y operacionalizan la toma de decisiones éticas, y derivar 
un marco interdisciplinario para la toma de decisiones. Métodos: Se realizó una revisión sistemática de investigaciones netnográficas y 
etnográficas digitales utilizando las principales bases de datos académicas multidisciplinarias y plataformas de descubrimiento cientí-
fico. Los estudios elegibles publicados entre 2020 y 2026 fueron examinados y evaluados de acuerdo con criterios predefinidos. Treinta 
y un estudios fueron incluidos en la síntesis final. Los hallazgos se sintetizaron según las subpreguntas de investigación y se organizaron 
en seis dimensiones: visibilidad de la plataforma, expectativas de la comunidad, sensibilidad de los datos, identificabilidad, interacción 
del investigador y tecnología analítica. Resultados: La práctica ética fue predominantemente procesual y dependiente del contexto, en 
lugar de estar basada en reglas fijas. El consentimiento se gestionó de diferentes maneras según el contexto de la plataforma y el diseño 
de la investigación, mientras que la privacidad se entendió generalmente como un espectro determinado por las barreras de acceso, 
las expectativas de la comunidad y la sensibilidad de los datos, más que como una simple distinción entre lo público y lo privado. La 
anonimización se intentó de manera sistemática, aunque presentó limitaciones inherentes: estrategias como la paráfrasis, la traduc-
ción, los relatos compuestos y la transformación de imágenes redujeron, pero no eliminaron, la posibilidad de búsqueda y los riesgos de 
reidentificación. La vulnerabilidad y la visibilidad del investigador recibieron una atención comparativamente explícita, mientras que el 
almacenamiento de datos, los términos de las plataformas y el análisis asistido por IA se informaron de manera menos consistente. En 
particular, la descripción de los procedimientos de análisis automatizado fue limitada. Conclusiones: La revisión propone un marco por 
capas que organiza las obligaciones éticas en función de la visibilidad de la plataforma, las expectativas de la comunidad, la sensibilidad 
de los datos, la identificabilidad, la interacción del investigador y la tecnología analítica. El marco es descriptivo y no ha sido validado, y 
la evidencia que sustenta su dimensión relacionada con la automatización sigue siendo comparativamente limitada debido a la escasa 
descripción de los procedimientos utilizados. En conjunto, la principal brecha identificada se relaciona con la presentación consistente 
y transparente de las prácticas éticas, más que con la ausencia de principios éticos.
Palabras clave: netnografía; etnografía digital; ética en la investigación; consentimiento informado; anonimización y reidentificación; 
análisis asistido por IA
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INTRODUCTION

Netnography and digital ethnography have moved from open forums and newsgroups into 
an environment of authenticated accounts, invitation-only groups, encrypted messaging, ima-
ge-saturated platforms and recommender systems, and this relocation has unsettled the ethical 
common sense of the field.

Where an early generation of internet-research guidance could treat “publicly accessible” as 
a workable proxy for “ethically available”, contemporary platform environments fragment visibility 
into graded conditions: searchability, algorithmic distribution, group membership rules, question-
naire-gated admission, and the persistence of deleted material in caches and third-party archives.

The data themselves have become more identifiably personal, since users increasingly post 
under real names and provide searchable, personally identifiable information, and reverse image 
searching and doxxing tools make almost anyone “unmaskable” online.(1)Research communities 
have responded with domain-specific guidance and with repeated calls for situated, context-sen-
sitive judgement, but how contemporary studies actually decide, not merely what they declare, 
remains unevenly documented.

Existing scholarship already offers partial maps of this terrain, and the present review is 
designed to build on rather than duplicate them. Conceptual proposals such as the 4A model for 
netnographic ethics organise decisions around researcher disclosure, anonymity, consent and the 
nature of the online environment,(2) while broader digital-research ethics syntheses treat public–
private boundaries, informed consent, anonymity and re-identification, data reuse and algorithmic 
accountability as an interconnected lifecycle rather than a sequence of separate approvals.(3)

Adjacent reviews have examined ethical practice in specific populations, and their findings 
differ in kind rather than converging on a single verdict. A scoping review of seven military online 
ethnographies found that most did not use sufficient ethical safeguards and did not document 
or transparently disclose the steps they took.(4)

A systematic review of 62 LGBTQ-focused online ethnographies maps informed consent, 
respect and trust, privacy and confidentiality, and data security and reuse as four ethical consi-
derations, identifies gaps in current practice, and proposes a human-centred framework rather 
than reporting a finding of absent safeguards.(5) Work on digital ethnography with vulnerable 
consumers addresses the researcher role, data representation and the ethical considerations of 
researching vulnerable populations without making a claim about the presence or absence of safe-
guards.(6) Methodological work on AI-augmented netnography has begun to propose frameworks 
for responsible automation,(7) and on the public–private divide in closed, group-based or hidden 
spaces,(8) but these contributions are largely programmatic: they specify what ought to be done 
rather than reporting what netnographers do when consent cannot reach twenty thousand group 
members, when participants refuse the researcher’s terms, or when transcription is delegated to 
a cloud service whose terms permit undisclosed reuse.

This review therefore asks how netnographic and digital ethnographic studies published 
between 2020 and 2026 conceptualise, justify and operationalise ethical decision-making in pu-
blic, semi-public and private digital spaces, specifically regarding informed consent, contextual 
privacy, quotation and searchability, anonymisation and re-identification risk, platform terms, vul-
nerable groups, researcher participation, data storage and media reuse, and AI-assisted analysis 
of human-generated digital data.

The objective is threefold: to map how ethical requirements are reported across platform visi-
bility, community expectation, data sensitivity, identifiability, researcher interaction and analytical 
technology; to document convergences, contradictions and silent gaps in current practice; and to 
produce a defensible cross-disciplinary decision framework for researchers, reviewers and ethics 
committees.

METHODS

The review followed a pre-specified protocol that fixed the review question, eligibility criteria, 
search concepts and planned synthesis approach before screening began. Eligibility was restric-
ted, for the primary synthesis, to peer-reviewed journal articles, book chapters and full conference 
papers published between 2020 and 2026 that were netnographic, digital ethnographic, online 
ethnographic, virtual ethnographic or computational-ethnographic in design, or that explicitly 
theorised the ethics of such designs, and that addressed at least one ethical dimension in scope.

Studies were excluded from the primary synthesis if they were purely offline ethnographies, 

https://doi.org/10.62486/net2026260


Esteban Montilla et al. SAP Netnography. 2026;4:260

https://doi.org/10.62486/net2026260 3

if they analysed digital data without ethnographic or interpretive engagement and without rele-
vant ethical reflection, if ethics appeared only as a boilerplate approval statement, or if they were 
preprints, editorials or conference abstracts without full text. Pre-2020 seminal work and earlier 
domain-specific ethics reviews were used for framing only and are not counted in the synthesis. 
Publication language was unrestricted; methodological, regulatory and reflective papers directly 
informing netnographic ethical practice were eligible.

Search and study selection
Four databases were searched for the primary identification: Scopus, Web of Science, Ope-

nAlex and Semantic Scholar. Eight concept-block queries combined method-tradition terms (net-
nography, digital ethnography, online ethnography, virtual ethnography, digital anthropology, 
online fieldwork) with ethics, consent, privacy, traceability, platform visibility, vulnerability and 
AI-automation blocks.

After deduplication, 677 records were screened at title and abstract, 449 were excluded at 
that stage, and 11 remained uncertain after a second pass. Two hundred and seventeen reports 
were sought for retrieval; 170 could not be obtained, most commonly because no open-access or 
otherwise obtainable full-text copy was available through the retrieval infrastructure, leaving 47 
reports assessed for eligibility. Ten were excluded at full text and six remained uncertain after the 
first full-text assessment. All six uncertain reports were then resolved to exclusion on adjudication, 
because in each case the ethical content amounted to a boilerplate approval statement or fell 
outside the scope of reported ethical decision-making; no uncertain report was carried into the 
synthesis, so the final included set is 31 studies. All 31 were appraised from full text.

Figure 1. PRISMA diagram of identified, excluded and included studies.

Appraisal, extraction and synthesis
Synthesis was organised by research subquestion rather than by theme list. Reported practi-

ces were coded first descriptively (consent architecture, visibility judgement, anonymisation tech-
niques, vulnerability safeguards, participation mode, storage and platform handling, automation) 
and then mapped onto six analytic dimensions derived from the protocol: platform visibility and 
architecture; contextual integrity and context collapse; consent models; traceability and identifia-
bility; vulnerability and power; and researcher positionality, participation and analytical technology.

Because every included study was qualitative, conceptual or methodological, no effect es-
timates were pooled and no quantitative meta-analysis was performed; where studies reported 
proportional findings from their own case material, these are attributed to the study rather than 
treated as pooled prevalence. The framework reported at the end of Results was constructed by 
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comparing practices across these dimensions and should be read as an interpretive synthesis of 
reported decisions, not as an evaluation of their effectiveness.

RESULTS

The evidence base is methodologically homogeneous in one respect and heterogeneous 
in another: every study is qualitative, interpretive or conceptual, with no experimental, compa-
rative-effectiveness or quantitative ethics designs, and yet the designs vary widely, comprising 
extended netnographies and digital ethnographies, reflexive and autoethnographic essays, metho-
dological and framework papers, a narrative review of online ethnographies, a qualitative review of 
literature, case studies and ethics guidelines, an arts-based participatory study, and one methodo-
logical account of a computational research infrastructure. Table 1 summarises the characteristics 
and reported ethical dimensions of each included study.

Fieldwork durations, where reported, confirm that these are immersive rather than extractive 
engagements: fifteen months of online and offline fieldwork in two studies,(10,11) ten months of 
cross-platform participant observation,(12)six months of digital ethnographic observation,(13)four 
months on a single image board,(14) and two years of continuous observational netnography on 
a health platform.(15)Platform coverage is broad and skewed towards environments that resist 
automated collection: Instagram, YouTube, Facebook, WhatsApp, Telegram, TikTok, X/Twitter, an 
image board, and a suite of alternative platforms used by extremist communities, alongside one 
for-profit health platform and one podcast ecosystem. Geographic and linguistic concentration 
is also visible: Indonesia is the site of four studies,(13,16-18)Poland of two,(19,20) and the remainder 
are distributed across India, Egypt, Colombia, Cuba and its Miami diaspora, Saudi Arabia, Italy, the 
Netherlands, Brazil, Spain, Sri Lanka and the United States, with several conceptual or methodo-
logical papers not anchored to a single site.

Table 1. Characteristics and reported ethical dimensions of included studies

Study / Year Study design / setting Reported ethical practices or dimensions

Abidin & Seta 
(2020) (32)

Editorial/special issue introduction; 
confessional ethnography and self-

reflection on ethnographic dilemmas 
Setting: Digital media and online 

environments; academic backchannels 
such as Twitter direct messages; digital 

ethnography field research contexts

Directly relevant: the editorial frames ethical dilemmas and 
discomforts of digital ethnography, discusses private messages/
backchannels and confessional approaches to working through 

moral and ethical quandaries in digital research.

Agudelo-
Londono et al. 

(2024) (23)

Reflexive methodological and ethical 
case study of an ethnography for the 

Internet (digital ethnography), based on 
the authors’ empirical research experience 

Setting: Digital spaces: Facebook (two 
closed rider groups of approximately 
20,000 members each), WhatsApp, 
Twitter (now X), and Instagram; with 

complementary offline presence at rider 
gatherings and demonstrations in Bogotá, 
Colombia, during the COVID-19 pandemic 

(2020)

The paper directly addresses ethical decision-making in digital 
ethnographic research in public, semi-public and private digital 

spaces, reporting on informed consent procedures in closed 
Facebook and WhatsApp groups, non-participant observation 

(lurking), manual versus automated data collection constrained 
by platform terms, and the articulation between online and offline 

fieldwork. It offers reflexive evidence on contextual privacy and 
consent visibility that can inform a cross-disciplinary decision 
framework for netnographic and digital ethnographic ethics.

Alghamdi 
(2021) (999)

Qualitative study using an online survey 
for recruitment and semi-structured 
interviews, with thematic analysis of 

interview transcripts Setting: Educational 
research involving social media as a data 
source; recruitment conducted online via 
the author’s social networks (WhatsApp 

and Twitter)

The study directly addresses ethical decision-making in digital/
social media research, including informed consent (obtaining 

consent from students and teachers), contextual privacy 
(distinguishing private data such as usernames, phone numbers 

and email addresses from open data such as public tweets or 
open YouTube comments; identifying type and level of privacy), 

platform terms/permissions (assumptions about permission 
to access open platform data versus formal permission from 

the learning group host or all members), vulnerable/gatekept 
groups (students and teachers in learning groups), researcher 

participation (outside observer versus involved researcher), data 
storage/collection and analysis practices (automated versus 

manual data collection, data cleaning, sampling interactions over 
one to three months, using private or secure spaces), and analysis 
of human-generated digital data including digital icons (emojis, 

capital letters, links) which relates to AI-assisted or tool-based 
analysis of human digital traces.

https://doi.org/10.62486/net2026260
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Study / Year Study design / setting Reported ethical practices or dimensions

AlThiyabi & 
Borthwick (2025) 

(12)

Interpretive, qualitative, ethnographic study 
of multiplatform digital ethnography, with 
sustained participant observation, semi-

structured interviews, and stimulated recall 
interviews; thematic analysis guided by the 

sociolinguistic principles of Bucholtz and Hall 
(2005). Setting: Saudi Arabia; social media 

platforms such as LinkedIn, X (formerly Twitter), 
YouTube, Instagram, TikTok, WhatsApp, 

Telegram, Jako, and Threads.

The study directly addresses the key ethical dimensions of the 
review: iterative informed consent, contextual privacy, quoting 

and search, anonymization and risk of re-identification, 
platform terms, vulnerable groups, researcher engagement, 
data storage and reuse, and AI-assisted analysis of human 
digital data. It proposes a relational ethics framework with 

operational principles for ethical decision-making in public, 
semi-public, and private digital spaces in cross-platform 

digital ethnography.

Barkhatova 
(2021) (27)

Narrative Review of Online Ethnography Studies 
(Methodological Case Review) Setting: Online 
environments (communities, blogs, websites, 
social media) and, where appropriate, offline 

contexts; examples of studies in Brazil, the 
United Kingdom, and Russia are included.

The article directly addresses the conceptualization and 
operationalization of ethical decisions in online ethnography 

(informed consent, contextual privacy, citation and 
traceability, anonymity and risk of reidentification, vulnerable 
groups, and data use), and offers a methodological distinction 

(multimodal vs. digital ethnography) relevant to derive an 
interdisciplinary decision framework.

Burkell & Regan 
(2021) (25)

Conceptual/argumentative paper with 
illustrative case examples Setting: Online 

discussion groups and social media contexts 
(public, semi-public and private; moderated and 
unmoderated; open and registration-required), 

with reference to Canadian and US research 
ethics contexts.

Directly addresses ethical decision-making in public, 
semi-public and private digital spaces, including informed 

consent, contextual privacy, quotation and searchability, 
anonymisation and re-identification risk, platform terms, 

vulnerable groups (youth), researcher participation, and social 
justice considerations; provides best practices relevant to 

deriving a cross-disciplinary decision framework.

Cearns (2022) (11)

Autoethnographic/reflective, based on the 
experience of fifteen-month ethnographic 
fieldwork online and offline Setting: Cuba 
and the Cuban Diaspora in Miami; digital 

interactions via Facebook, Instagram, 
WhatsApp, and Twitter; fifteen-month fieldwork 

online and offline.

The article directly addresses digital ethnography and ethical 
decision-making in public, semi-public, and private digital 
spaces (Facebook, Instagram, WhatsApp, Twitter) during 

2020-2022. Although it does not address all the axes of the 
review (e.g., AI, re-identification, platform terms), it offers 

conceptual and practical evidence on consent, contextual 
privacy, anonymity, researcher-participant relationship, 

researcher participation, and digital distance management, 
which may contribute to a transdisciplinary ethical decision-
making framework. Its focus on vulnerable communities and 

contexts of illegality/state surveillance is especially relevant.

Çebi (2025) (2)

Theoretical review with conceptual 
interpretation Setting: Online/digital research 
environments (netnography); the theoretical 

context of scholarly literature on netnographic 
ethics

The paper directly addresses the review’s core question 
by proposing a cross-cutting ethical decision framework 

(the 4A Model) for netnographic and digital ethnographic 
research, covering researcher role disclosure, anonymity and 
re-identification risk, informed consent, contextual privacy 

and public/private/semi-public classification, platform terms 
and legal obligations, and vulnerable/restricted communities. 
It synthesises existing ethical discussions (including Kozinets 

and AoIR guidelines) into an integrated framework and 
provides a practical checklist for researchers and ethics 

committees.

Cera (2023) (21)

Original digital ethnographic research on 
QAnon social media spaces, used as the basis 
for a conceptual/methodological discussion 
of ethical guidelines for digital ethnography 

Setting: Five social media platforms: Gab, 
Telegram, 4chan, 8kun, and MeWe; three 

groups selected within each platform based on 
size (excluding groups with fewer than 10,000 
members), frequency of activity, and QAnon 

affiliation; digital ethnography conducted 
beginning January 2022

The article directly addresses ethical decision-making in 
digital ethnography across public, semi-public and private 

digital spaces, covering informed consent, contextual privacy, 
lurking and researcher visibility, anonymity, searchability, 

platform terms and signals of privacy, vulnerable or extreme 
groups, researcher participation, data reconstruction and 

publication, and institutional review board processes. It 
proposes treating privacy as a spectrum based on barriers 

to access and advocates transparency, attention to context, 
use of real data, and open discussion of the research process 

rather than covert methods, making it directly relevant to 
deriving a cross-disciplinary decision framework for digital 

and netnographic ethics.

Chojnicka (2024) 
(20)

Reflective methodological and ethical essay 
based on a review of literature and the author’s 

own research project Setting: Polish social 
media, particularly YouTube; research project 

based in the UK (Cardiff University) with Polish 
participants; data subject to UK, US, and Polish 

legal frameworks.

Directly addresses ethical decision-making in digital 
spaces, including informed consent, contextual privacy, 

anonymisation, re-identification risk, platform terms, 
vulnerable groups, data storage and reuse, and the tension 

between ethics and FAIR principles, from a qualitative social 
media research perspective.

Cooray (2026) 
(24)

Qualitative netnographic study within an 
interpretive/constructivist framework Setting: 

Publicly available YouTube family vlogging 
content observed from December 2024 to July 

2025, situated in the Sri Lankan context.

Provides a netnographic account of ethical decision-
making regarding informed consent, privacy, child visibility, 

monetisation and platform regulation in public digital 
family content, and proposes a child-centred digital ethics 

framework that can inform a cross-disciplinary decision 
framework.
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Study / Year Study design / setting Reported ethical practices or dimensions

Dametto & 
Bonet-Marti 
(2024) (22)

Exploratory, interpretative qualitative study 
combining a scoping review of existing 

literature with a netnography of Instagram 
publications, followed by thematic analysis. 

Setting: Instagram, during the months of 
August and September 2022 (Brazilian election 

period), Brazil.

The study provides a full-text account of ethical decision-
making in a netnography of Instagram, explicitly addressing 
private vs public, informed consent, anonymity, risk of harm, 

and use of public profiles without consent. It references 
AOIR, NESH and University of Barcelona guidelines, describes 

the impact of ethical constraints on sample size and data 
availability, and discusses researcher role and subjectivity, 

which directly informs the review’s focus on ethical decision-
making in digital spaces.

Dwivedi (2026) (9)

Digital ethnography / qualitative multi-source 
analysis (legal and policy documents, media 
investigations, structured audit of publicly 

accessible online content) Setting: Andaman 
Islands, India, and online platforms (YouTube, 

WhatsApp, Telegram) and travel tourism 
websites

The paper reports ethical decisions in digital ethnographic 
research involving a vulnerable Indigenous community, 
including a do-no-harm approach, no contact with the 
Jarawa, avoiding amplification of harmful content, not 

reproducing Jarawa images, minimizing researcher-induced 
algorithmic signals by limiting watch-time, avoiding likes/
comments/subscriptions, relying on cached transcripts/

screenshots, omitting or anonymizing specific URLs or group 
names, and discussing limitations of surface-web analysis 

and platform governance.

Forberg & Schilt 
(2023) (1)

Theoretical/conceptual article drawing on the 
authors’ own fieldwork experiences (Forberg’s 
digital ethnography of QAnon; Schilt’s analog 

ethnography of support groups) and a selective 
overview of digital research in sociology and 

related disciplines. Setting: Digital and analog 
ethnographic field sites discussed by the 

authors, including Forberg’s fieldwork following 
QAnon online communities (originating on 

4chan and migrating across platforms such as 
Twitter) over four months, and Schilt’s in-person 

ethnography with people undergoing major 
embodiment changes (e.g., weight-loss surgery) 

at conferences, instructional classes, and 
support groups.

The article engages with ethical decision-making in digital 
ethnographic research, particularly regarding researcher 

self-presentation, anonymity, informed co-presence, risk of 
doxxing and re-identification, platform norms, and vulnerable 

groups. It offers a reflexive, context-sensitive approach to 
ethical and efficacious data collection across public, semi-

public, and private digital spaces, which can inform the cross-
disciplinary decision framework sought by the review.

Hakim & Rabeh 
(2026) (3)

Conceptual and Narrative Review Setting: 
Digital Environments of Scientific Research 

(Platforms, Online Communities, Digital Data)

The article directly addresses how ethical decisions in digital 
research are conceptualized, justified, and operationalized, 

including informed consent, contextual privacy, citation and 
searchability, anonymization and risk of re-identification, 

platform terms, vulnerable groups, researcher engagement, 
data storage and reuse, and AI-assisted analysis of human-

generated digital data. In addition, it proposes a staged 
contextual ethical framework derived from the literature and 

revised guidelines, which directly contributes to the review 
question on a transdisciplinary decision framework.

Hidayati & Agoro 
(2024) (18)

Qualitative netnographic study with thematic 
analysis of Instagram comments Setting: 

Public Instagram posts and comment sections 
featuring Indonesian sad songs; Indonesia 

(collectivist cultural context).

The study reports ethical decision-making in netnographic 
research on Instagram: it obtained data only from public 

profiles and posts, anonymised user information by removing 
account names and replacing them with codes, and cites 
Kozinets (2015) and Kerley (2024) for ethical standards. It 

addresses informed consent and privacy considerations for 
publicly available digital data, and states that data collection 

was conducted without researcher intervention. These 
reported practices are relevant to the review’s focus on 

ethical handling of public digital data, anonymisation, and 
researcher participation in netnographic studies.

Kapoor (2023) 
(28)

Qualitative research based on review of 
academic literature, case studies, and ethical 

guidelines Setting: Social data research (social 
media, online forums, digital communication 

tools)

The paper addresses ethical decision-making in social data 
research, covering informed consent, privacy, anonymization 
and re-identification risk, algorithmic bias, and data misuse, 
which aligns with the review’s focus on ethical practices in 

digital spaces. It proposes an ethical model and a quantitative 
ethical compliance formula (privacy, consent, fairness) 

relevant to deriving a cross-disciplinary decision framework.

Kulsum et al. 
(2025) (17)

Comparative digital ethnography Setting: 
Indonesia - online networks and media 

communities based in Jakarta, Surabaya, 
and Yogyakarta; platforms including Twitter 

(2019), TikTok, Instagram, YouTube Shorts, 
Facebook, and WhatsApp; 2019 episode 

collected retrospectively from September 2019 
to February 2020, 2025 phase conducted in real-

time from August to November 2025

The study is a comparative digital ethnography that 
reports ethical procedures relevant to digital research, 
including voluntary participation, informed consent for 

interviews and observations, anonymisation of participant 
identities, respect for participant privacy, avoidance of harm, 

and analysis restricted to publicly available materials or 
those obtained with explicit consent, with compliance to 

institutional research ethics protocols and Indonesian data 
protection guidelines. It does not report decision-making 

guidance on contextual privacy, quotation and searchability, 
re-identification risk, platform terms, vulnerable groups, 

researcher participation, data storage and media reuse, or AI-
assisted analysis of human-generated digital data, and it does 

not derive a cross-disciplinary ethical decision framework.
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Study / Year Study design / setting Reported ethical practices or dimensions

Li & Abramson 
(2023) (35)

Methodological chapter drawing on a growing 
body of scholarship and examples from several 

large projects

The chapter discusses ethical issues relevant to 
netnographic and digital ethnographic research, 

including confidentiality and privacy concerns with 
cloud-based machine-learning transcription services, 

undisclosed data reuse by companies, algorithmic 
biases in speech-to-text systems, privacy risks and 

human subject protection regulation violations from 
uploading confidential data to conversational AI, and 

the use of machine learning to aid in cleaning, de-
identification, and curation of large data sets for data 

sharing, transparency, and replication. It also addresses 
the epistemic and technical barriers to combining 
computational tools with ethnographic research.

Lorca et al. (2023) 
(14)

Digital ethnography (netnography) triangulated 
with qualitative interviews with experts 

Setting: Hispasexy, an online image board in 
Spain, during the first half of 2023. The digital 
ethnographic work was carried out by a local 

ethnographer over four months, with evidence 
collected in a digital field diary.

The study documents digital ethnographic practices 
in a public digital space and offers explicit ethical 

considerations on public access, anonymity, 
confidentiality, and ethical fabrication of data, providing 

evidence on how ethics are conceptualized and 
operationalized in netnographic research of misogynistic 

communities.

Ľudviková & 
Gabdulhakov 

(2026) (34)

Qualitative case study using netnography 
(critical discourse analysis of TOC’s Instagram 

content combined with participant observation), 
event ethnography at two offline events, and 

nine semi-structured interviews, analysed 
through inductive thematic coding Setting: 

Netherlands; TOC’s Instagram page (online field 
site) and two in-person TOC events (Utrecht and 

Amsterdam, 2024)

Provides a worked example of a netnographic and event-
ethnographic study of a platform-dependent community, 

including reported ethical procedures: ticket purchase 
for access, handwritten note-taking to protect anonymity, 
pseudonymisation, signed informed consent, and secure 
data storage; the authors note unavailability of organiser 

interviews.

Reschiglian & 
Scarcelli (2026) (31)

Conference paper reporting methodological 
reflections and empirical experiences from 

a doctoral study; qualitative, arts-based 
participatory methodology (zine-making 

workshops framed as Research Brave Spaces) 
Setting: Zine-making workshops conducted 
in Italy as part of a doctoral study on sexting 

practices among queer subjectivities

The paper directly addresses ethical decision-making 
in research on sensitive digital practices (digital sexual 

intimacies/sexting), proposing Research Brave Space and 
zine-making as a methodological rupture away from 
extractive, risk-centred and conventional qualitative 
methods toward creative, participatory, care-based 

approaches; it engages with ethics of care, contextual 
sensitivity, participant agency and representation of 

narratives, and it concerns marginalised queer young 
adults in Italy, though it does not systematically 

address specific procedural domains such as informed 
consent, contextual privacy, quotation and searchability, 
anonymisation and re-identification risk, platform terms, 

data storage and media reuse, or AI-assisted analysis.

Ruest et al. (2026) 
(30)

Methodological/technical paper documenting 
the design, development and application of a 

feminist computational research infrastructure 
(ManoWhisper), situated within a feminist 

‘dwelling’ methodology; includes conceptual/
methodological discussion and accounts of 
peer-reviewed and public-facing research 

applications. No empirical primary study with 
participants. Setting: Digital media environment: 

podcast ecosystems circulating misogynistic 
and extremist ideologies (Intellectual Dark 
Web, conspiracy networks, QAnon circles, 

Alt-Right, White Supremacist movements, the 
manosphere, femosphere, incel communities), 

with collecting criteria situated within Canadian 
and transnational gender discourse ecosystems. 

SIGNAL Network research collaborations, 
including policy and government institutions.

The paper describes an infrastructural tool and feminist 
methodological framework rather than a netnographic 

or digital ethnographic study of ethical decision-
making. Its coverage of ethics is largely aspirational and 

methodological (care, dwelling, reflexivity, emotional 
labour, avoiding extractive big-data use, positioning 

outputs as indicators). It does not report how consent, 
contextual privacy, anonymisation, re-identification risk, 

platform terms, vulnerable-group protection, media 
reuse, or AI-assisted analysis were operationalised in 
ethical decision-making. Therefore it offers limited 
direct evidence for the review’s core question and 

only tangential relevance as an example of feminist 
computational infrastructure for studying harmful digital 

content.

Seta (2020) (33)

Reflexive essay / autoethnographic and 
methodological essay Setting: Digital media 

research in China; author’s doctoral fieldwork 
included eight Chinese cities, with extended 

online ethnography and six months of on-site 
fieldwork; author is a postdoctoral researcher at 

the University of Bergen, Norway.

The article contributes to discussions of ethical 
decision-making in digital ethnography by examining 

methodological illusions related to fieldwork, 
participation, representation, and the construction of 
fields and data, which intersect with concerns about 
informed consent, privacy, anonymisation, researcher 

participation and data handling in digital spaces.

Skiba (2021) (19)

Qualitative research based on autoethnography, 
using netnography, in-depth interviews and 

biographical data (list) Setting: Internet support 
group "Porcelanowe Aniołki" on Facebook 

(closed and public group), existing since the end 
of 2017, with over 1500 members (as of 6.04.2021)

The article presents ethical and methodological practices 
in the study of an online support group on Facebook, 

including obtaining consent from administrators, 
informing about the role of the researcher, giving up 
the use of intimate content, and dilemmas related to 
privacy and quoting posts. It provides an example of 

ethical decisions in semi-public and private spaces and 
illustrates the use of netnography and autoethnography 
in the study of a vulnerable group (people with mental 

disorders).
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Study / Year Study design / setting Reported ethical practices or dimensions

Sulistiyani et 
al. (2025) (13)

Qualitative phenomenological study employing 
in-depth interviews, photo-elicitation, and digital 

ethnographic observation over six months 
Setting: Post-disaster Palu, Indonesia, following 

the 2018 earthquake; online platforms (e.g., 
Telegram, BlueD, and Instagram) and secure, 
neutral physical spaces or encrypted digital 

platforms for interviews

The study reports ethical decision-making practices relevant 
to digital ethnography: ethical approval from the IRB of the 
Faculty of Public Health, Universitas Muhammadiyah Palu, 

following BPS and AAA ethical codes; verbal and written 
informed consent; use of pseudonyms; interviews held 
in secure, neutral spaces or encrypted digital platforms; 

adherence to international guidelines on anonymity, 
confidentiality, and digital safety; local NGO partners as 

ethical liaisons providing oversight and psychosocial support; 
participatory research principles including co-design of 

interview questions, validation of data collection strategies, 
and contribution to interpretation of themes.

Taylor et al. 
(2023) (26)

Methodological and ethical reflection based on a 
larger ethnographic study (in-depth interviews, 

focus groups, and long-term participant 
observation) Setting: Social media platforms 

(Instagram, Snapchat, Twitter, Facebook); United 
States university context with Institutional 

Research Ethics Board (IRB) oversight

The paper directly addresses ethical decision-making in digital 
research, including informed consent, contextual privacy, 
anonymisation and re-identification risk, platform terms, 

vulnerable groups, researcher participation, data storage and 
media reuse, and AI-assisted analysis of human-generated 
digital data, within a specific internet research context of 

user-generated social media images obtained with informed 
consent.

Uyuni et al. 
(2025) (16)

Qualitative study using digital ethnography and 
critical discourse analysis (CDA/CDS) Setting: 

Indonesia; online platforms including YouTube, 
Instagram, WhatsApp, Telegram, and TikTok

This study is digital ethnographic/netnographic research on 
public digital religious spaces and reports ethical decision-

making regarding informed consent, confidentiality and 
anonymisation of adult participants, and institutional ethical 

review waiver. It provides evidence of how ethical issues 
such as informed consent, anonymisation, and public/private 

boundaries are operationalised in digital ethnography of 
religion, relevant to deriving a cross-disciplinary ethical 

decision framework for netnographic research.

Vicdan et al. 
(2021) (15)

Extended observational netnographic study 
(PatientsLikeMe observational netnography) with 

prolonged immersion, continuous observation, 
and triangulation over a period of 2 years 

Setting: The for-profit, ad-free health platform 
PatientsLikeMe, including its public community 

blog, sub-community forums (MS and Mood), 
and archival data from news and articles about 
PatientsLikeMe in business journals (New York 

Times, Business 2.0, Forbes, Economist, Wall 
Street Journal, and BusinessWeek), YouTube 

videos, and research published by PatientsLikeMe 
and industry partners in scientific journals.

The study is relevant to the review because it employs 
netnography on a health platform, addressing ethical 

considerations in public and semi-public digital spaces, 
including disclosure of researcher presence, anonymity, 
publicly available data collection, and ethical decisions 
in online community research. In addition, it examines 

surveillance and contextual privacy on digital platforms, 
central issues for the conceptualization and operationalization 

of ethical decision-making in digital environments.

Vorhölter 
(2021) (29)

Reflective essay / autobiographical account of 
ethical dilemmas in ethnographic research, 

drawing on examples from the literature and the 
author’s own fieldwork Setting: Anthropological 
and ethnographic research contexts, including 

fieldwork in rural Ghana (Van der Geest’s Kwahu-
Tafo research), Boston’s North End (Whyte’s 

Street Corner Society), South Sulawesi, Indonesia 
(Rössler and Röttger-Rössler), and contemporary 

digital/social media environments.

Directly addresses ethical decision-making in ethnographic 
research, including anonymisation, confidentiality, informed 

consent, contextual privacy, searchability, internal/external 
confidentiality, participant preferences, digital/social media 
challenges, and open science data management. Though 
the article is a reflective essay rather than a netnographic 

study, its discussion of pseudonyms and confidentiality in the 
internet era is highly relevant to the review’s focus on ethical 

challenges in digital spaces.

Zayed (2021) 
(10)

Methodological article drawing on 15 months of 
digital ethnographic fieldwork Setting: Digital 

transformation of Egyptian secondary education; 
WhatsApp groups (relatively public) used for 

learning, socializing and cheating; Global South 
context during Covid-19.

Directly relevant: the article analyses ethical decision-making 
in digital ethnographic research on WhatsApp, including 

situated ethics, informed consent, anonymity, avoiding direct 
quotes, vulnerable groups, and reflexivity, and discusses public/

private dichotomies and research temporality in a Global 
South educational context.

How consent, visibility and privacy are resolved in public, semi-public and private spaces
The dominant answer to the consent question is that consent is treated as a process, a ne-

gotiation or a context-dependent judgement rather than a single transactional event, and that 
visibility is treated as a graded property of a setting rather than a binary classification.

The clearest statement of the graded view comes from a digital ethnography of QAnon 
communities that argues public and private should be conceptualised as a spectrum defined by 
barriers to access: the broader the audience able to reach content, the further it falls on the public 
side, and the more barriers to entry, the further on the private side, with platforms themselves 
signalling different levels of privacy through group labels, searchability settings and administra-
tor-screened admission questionnaires.(21)
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This reasoning recurs across the studies. Consent feasibility is reported to depend on group 
nature, function and size, interaction volume and speed, member turnover, participant anonymity, 
publicness, topic sensitivity, intended audience and intended data use, so that obtaining consent 
from every member becomes practically impossible in large, fast-moving, high-turnover groups 
while remaining feasible in smaller, stable ones.(10)

A framework proposal formalises the same logic by making “Area”, the qualification of the 
online environment in terms of privacy, contextual factors and user expectations, one of four in-
terconnected ethical dimensions, and by insisting that in closed groups permission from adminis-
trators alone is insufficient and should be supplemented by individual consent and a recognised 
right of withdrawal.(2)

Reported consent architectures nonetheless diverge sharply in how far individual consent 
is pursued. At one pole, a netnography of women’s environmental cyberactivism on Instagram 
argues that ethically defensible work with information from public profiles is possible without in-
formed consent provided total anonymity, privacy and security of participants are guaranteed, no 
commercial use is made, and recognised guidelines (AoIR 3.0, NESH, and a university research-in-
tegrity code) are followed.(22)

A netnography of Instagram comment threads on melancholic music similarly limited co-
llection to public profiles and posts, anonymised users through codes, and collected data without 
researcher intervention.(18)At the other pole, several studies treat public availability as insufficient 
grounds for use.A digital ethnography of rider communities obtained consent only from the ad-
ministrators and moderators of two closed Facebook groups of approximately 20,000 members 
each, reporting explicitly that the consent statement was read by gatekeepers but was invisible to 
ordinary members, so the researchers’ presence went unnoticed by most participants.(23)A study 
of a Facebook depression support group obtained administrator consent but deliberately declined 
to use highly personal posts, quoting only repeated, non-identifying content.(19)

A cross-platform digital ethnography of Saudi English-medium-instruction academics re-
placed one-off consent with iterative consent, reopening the conversation whenever new, sen-
sitive or unexpected data appeared.(12)A netnography of family vlogging argued that parental 
consent frameworks are structurally inadequate for children and proposed staged consent with 
content-removal rights exercisable in adulthood.(24)A digital ethnography of women-led religious 
study groups reported informed consent, confidentiality and anonymisation for adult participants 
alongside an institutional ethics review waiver,(16)while a comparative digital ethnography of In-
donesian protest waves restricted analysis to publicly available materials or materials obtained 
with explicit consent.(17)

Three recurring tensions are visible in these accounts. The first is that overt, individualised 
consent can itself change the field: making research visible may undermine participation, represen-
tation and the perceived safety of online social spaces, particularly for marginalised youth whose 
conceptions of privacy and of the researcher role may differ from those of adult researchers.(25)

The second is the gatekeeper problem: gatekeeper consent is expedient but systematically 
leaves the researched unaware,(23)and frameworks that require individual consent in closed groups 
implicitly accept that some studies will become infeasible as a result.(2)

The third is that non-participant observation remains common even in studies that describe 
themselves as ethnographic: extended observational netnography on a health platform disclosed 
the researcher’s presence fully while deliberately not interacting with members,(15)and a compa-
rative digital ethnography combined retrospective archival observation with live observation and 
interviews, anonymising all material during transcription.(17)

Taken together, the visibility dimension in practice is resolved less by a rule about publicness 
than by a judgement about access barriers, topic sensitivity and community expectations,(10,21) 
a judgement that one framework paper argues must be made contextually rather than through 
strict public–private lines.(2)

Consistent with this, a netnography of WhatsApp educational groups reports that resear-
ching the platform problematises entrenched public–private dichotomies and even the category 
of participation itself.(10)

How traceability, vulnerability, positionality and automated analysis shape obligations
Every included study that reports anonymisation at all presents it as a risk-reduction strategy 

rather than a guarantee, and the most detailed accounts are precisely those that tested whether 
their own techniques worked.

The strongest single example is a methodological reflection on image data drawn from an 
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ethnography of U.S. college students, which found that blurring faces and blacking out names 
and location tags were insufficient against facial recognition, reverse image search and machi-
ne-learning matching, that collaboration with a digital historian made identifiability of supposedly 
anonymised images obvious, and that moderate pixilation still revealed features, skin colour and 
expressions while heavy pixilation rendered images analytically useless; converting images into 
pencil sketches by altering every pixel was reported as the most feasible and effective strategy 
that retained the facial features and expressions needed for analysis.(26)

The same study describes an ongoing, collaborative consent process in which participants 
were re-contacted for permission to publish images, some preferring case-by-case decisions and 
a few declining altogether, and concludes that because digital images can be identified and data 
can be subpoenaed, future applications and harms are impossible to predict; for vulnerable popu-
lations it recommends print-only or access-restricted publication of sensitive visual material.(26)

Textual traceability is managed through a recognisable repertoire. Paraphrasing or composite 
“fabrication” that cannot be traced back to an original participant is the most frequently reported 
device,(10)and it is used alongside pseudonymisation and the removal of names, photographs and 
phone numbers.(10)A cross-platform digital ethnography of multilingual professionals extended 
the repertoire to include communicative translation from Arabic into English, paraphrase instead 
of direct quotation, descriptive summaries, and the decision not to quote non-participants directly 
at all, on the reasoning that unique phrases, images or emoji styles can make a participant iden-
tifiable even without a name.(12)

A netnography of child-inclusive family vlogs withheld channel names and video titles and 
paraphrased direct quotes from audience comments.(24)A digital ethnography of a misogynist 
image board reported that literal fragments were included only exceptionally and were modified 
through ethical fabrication.(14)A framework proposal recommends pseudonyms, reformulated 
quotations and the exclusion of images where necessary, explicitly because search engines enable 
re-identification.(2)A narrative review of online ethnographies of disability communities, a secon-
dary synthesis of published studies rather than a primary netnographic investigation, named the 
underlying dilemma, that procedural ethics compliance is problematic because the anonymity 
of quoted material cannot be guaranteed once quotes are searchable, and described “medium 
concealment” as a strategy it recommends, in which sensitive topics are anonymised and direct 
quotations are used only if they cannot be located through search engines.(27)A conceptual syn-
thesis of digital research ethics makes the same claim normatively, recommending data minimi-
sation, avoidance of searchable direct quotations, paraphrasing of sensitive content, aggregation 
of results, exclusion of vulnerable groups where risk is high, and documentation of the reasoning 
behind each choice.(3)

One study, a qualitative review of literature, case studies and ethics guidelines rather than 
a scoping review of cases, reports that anonymisation techniques such as masking, pseudony-
misation and aggregation do not reliably prevent re-identification, and reports re-identification 
risk as present in 49% of the cases it examined, within an overall pattern of privacy violations in 
72%, absent or inadequate consent in 68%, data misuse in 55% and algorithmic bias in 61%. These 
percentages are the study’s own findings from its review of generic “social data research” cases, 
not prevalence estimates for netnographic practice specifically, and they should not be read as 
describing the netnographic studies synthesised here.(28)

The costs of these safeguards are reported as well as their benefits, and they fall unevenly 
on the studies with the most vulnerable participants. Anonymisation is argued to be an absolute 
minimum yet is described as doing insufficient work in environments where a search engine can 
identify people and places, and the distinction between external confidentiality (protecting parti-
cipants from outsiders) and internal confidentiality (preventing participants from identifying one 
another) is presented as a gap that ethical codes largely ignore.(29)

Protective anonymity may also conflict with participant preferences, since some participants 
do not wish to be anonymised and imposing it can constitute a form of ethical paternalism.(29)In 
disability communities, more intensive anonymisation is reported to risk losing information and 
reducing the dissemination of participants’ own stories.(27)

Ethical constraints on identifiability are reported to have restricted one Instagram netno-
graphy’s sample to verified accounts, representing under half of the study participants, and to 
have excluded comment threads that form an integral part of the digital narratives analysed.(22)

The tension between protection and the FAIR research principles that funders increasingly 
require is stated directly in a reflective account of research on online gender-transition narratives, 
alongside the observation that anonymised data falls outside GDPR while direct quotations can 
still identify speakers.(20)A digital ethnography of an Indigenous community addressed media 
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reuse through non-contact: no images of community members were reproduced, specific URLs 
and group names were omitted or anonymised, and the researcher deliberately minimised algo-
rithmic signals by limiting watch-time and avoiding likes, comments and subscriptions, relying 
instead on cached transcripts and screenshots.(9)

Studies that describe advanced automation report the least about anonymisation: a feminist 
computational infrastructure paper explicitly notes that it does not discuss informed consent, 
anonymisation, re-identification risk, platform terms or vulnerable-group protections.(30)

Vulnerability is the dimension on which the included studies are most explicit, and the most 
consistent finding is that vulnerability is treated as contextual, dynamic and partly produced by 
the research itself rather than as a fixed property of a population. A reflective essay on online gen-
der-transition narratives defines a vulnerable community as one marginalised or at risk of discri-
mination online and offline, observes that a community may consider social media a safe space 
precisely because it is marginalised, and argues that increased visibility produced by research may 
threaten that space; it also notes that vulnerability can change over time, as when a participant 
comes out as trans during the study period, and situates the argument in a national context where 
the LGBTQ+ community scored 13% in a European ranking and 57% of trans respondents in a cited 
report avoided public restrooms despite needing them.(20)

Conceptual work on harvesting youth online discussions frames the tension as one between 
representing marginalised voices and respecting the autonomy and wellbeing of young people 
whose anonymity and re-identification risks can affect psychological and social development, 
future life options and personal safety, and warns against helicopter research in favour of reflexive 
engagement that lets research direction emerge from participant concerns.(25)A netnography 
of child-inclusive family vlogging argues that children cannot meaningfully consent to sustai-
ned digital exposure, that parental authority is a weak proxy in the presence of commercial and 
algorithmic incentives, and that platforms are structurally complicit through algorithmic amplifi-
cation and monetisation while creators routinely reclassify child-inclusive content to circumvent 
child-directed protections.(24)

The narrative review of disability-community research likewise notes that risks to informants 
increase significantly with socially vulnerable groups, although as a secondary synthesis of others’ 
studies it reports this as a pattern across the reviewed literature rather than as an observation from 
a single primary fieldwork project.(27)

Harm-mitigation practices in these settings are more procedural than the anonymisation 
repertoire. A digital ethnography of men who have sex with men in post-disaster Indonesia reports 
institutional review board approval, adherence to professional ethical codes, verbal and written 
informed consent, pseudonyms, interviews conducted in secure neutral spaces or encrypted digital 
platforms, and, distinctively, the involvement of local NGO partners as ethical liaisons providing 
oversight and psychosocial support, alongside participatory co-design of interview questions and 
validation of data-collection strategies.(13)

An autoethnographic account of fifteen months of fieldwork with marginalised communi-
ties in Cuba and its diaspora argues that digital mediation simultaneously affords presence and 
absence, and that this distance can level the researcher–participant relationship and constitute 
a more ethical mode of fieldwork: participants vetted the researcher online before deciding to 
collaborate, several preferred encrypted platforms and declined in-person meetings even at very 
short physical distances, and a two-hour interview conducted by WhatsApp audio messages be-
came, in the researcher’s assessment, one of the most successful and ethical encounters of the 
project, with participants rather than the researcher setting the terms and locations of engage-
ment.(11) A digital ethnography of a misogynist image board describes analysing a space whose 
affordances facilitate harm while refraining from amplifying it, including the use of ethical fabri-
cation to protect anonymity.(14)A study of an Indigenous community facing algorithmic “human 
safari” tourism formalises non-contact as an ethical position, declining any engagement with the 
community and extending do-no-harm reasoning to researcher-induced algorithmic signals.(9)
An arts-based participatory study with queer young adults uses zine-making workshops framed 
as Research Brave Spaces to replace extractive or rigid data collection with care, adaptability and 
multimodal expression, reporting increased participant agency through self-curated representa-
tion and allowing ambivalence and contradiction to be expressed in ways conventional interviews 
struggle to capture; the paper engages ethics of care but does not report procedural detail on 
consent, privacy, re-identification or platform terms.(31)A netnography of a health platform, by 
contrast, reports that because observed conduct was commonly performed publicly and partici-
pants were anonymised, archival and observational data could be analysed without interaction, 
with the researcher’s presence fully disclosed.(15)
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Researcher participation and positionality are reported through two competing logics. The 
first logic recommends disclosure and co-presence: the QAnon ethnography chose to use a real 
name, photographs, real perspectives and an explicit researcher position despite the risk, on the 
grounds that participants should be able to decline and should be aware that their material is 
being shared, and that data should be used in original form under direct informed consent rather 
than reconstructed; the same study argues that institutional review boards should require inter-
net-research training and tailor their questions to digital contexts, and that consent decisions are 
contextual and relational rather than a one-time checkbox.(21)

Conceptual work on what makes digital ethnography ethnographic argues that generating 
meaningful data requires reflexive decisions about participation and self-presentation, that sus-
tained relational co-presence rather than platform use defines the ethnographic, that anonymity 
evaporates as soon as data are published, that fake personas should be avoided because they risk 
misrepresenting real people, and that ethnographers should be aware that publicly identifying as 
researchers can invite trolling or doxxing at a speed and volume unprecedented in analog research; 
it also notes that the most vulnerable people, including those who are incarcerated, elderly, un-
housed or living in deep poverty, have difficulty maintaining a digital presence, which limits what 
digital ethnography can study.(1)The second logic treats lurking or limited visibility as a legitimate 
and sometimes preferable position: anonymous or low-visibility observation over time can function 
as a diagnostic tool to triangulate other data or as the main source of data about a community,(1)
and several studies report non-participant observation as the primary mode.(15,23)

Reflexive reporting itself is presented as a site of ethical work rather than a formality: a con-
fessional collection of digital ethnographers’ accounts treats fieldwork about, on and through 
digital media as messy, personal and fraught with anxiety, and describes private backchannels as 
the place where moral and ethical quandaries are worked through,(32)while an essay on the “three 
lies” of digital ethnography identifies the networked field-weaver, the eager participant-lurker and 
the expert fabricator as archetypes that reveal how disconnection, non-participatory reading and 
data construction are concealed in methodological storytelling.(33)An autoethnographic study 
of a depression support group reports the mirror-image risk that becoming a full member of a 
group may render certain mechanisms invisible to the researcher, and that even with participants 
aware of the research role, intimate conversations were excluded from analysis.(19)A cross-platform 
ethnography institutionalised reflexivity through a reflective journal, platform-by-platform coding 
before cross-platform comparison, and member reflection in which emerging interpretations were 
shared with participants to check that analysis reflected their views.(12)

Platform terms, storage and retention are the thinnest part of the reported record. Where 
they appear, they appear as constraints on method rather than as documented governance: one 
ethnography reports that Facebook, WhatsApp and Instagram data had to be collected manually 
because those platforms do not permit automated harvesting, while Twitter data were collected 
through Gephi and MAXQDA, and its observation window ran from the first reported COVID-19 
case in Colombia to a defined saturation point.(23)A framework proposal requires consideration 
of platform terms of use and legal regulations including GDPR and national data-protection law 
as part of the “Area” dimension.(2)A reflective account of research on gender-transition narratives 
notes that legal stipulations are complicated by uncertainty about which country’s law applies, 
whether the project base, the platform base or the user base, and that platform fair-use terms 
and national fair-dealing exceptions must both be consulted, while legal compliance does not 
automatically satisfy ethical obligations.(20)

One study reports pseudonymisation and secure data storage alongside signed informed 
consent and handwritten note-taking chosen to protect anonymity,(34)and one conceptual synthe-
sis recommends that ethics committees examine data sources, consent strategies, anonymisation 
limits, storage and sharing practices and withdrawal procedures, and that funders and editors 
require clear ethics statements, data-availability statements and disclosure of AI tool use.(3)

The qualitative review of literature, case studies and ethics guidelines argues that consent 
is frequently implied through acceptance of long and complex terms of service that users neither 
read nor understand, and proposes a composite ethical-compliance score combining privacy, 
consent and fairness scores.(28)Only one study discusses the future-application problem directly, 
observing that because images can be identified and data subpoenaed it is impossible to predict 
later uses and harms.(26)

Automated and AI-assisted analysis of human digital data is the least developed dimension 
in the review, and the two most relevant core studies approach it from opposite directions, one 
as a methodological warning, the other as an infrastructure proposal with explicit ethical limits.

The methodological chapter on ethnography and machine learning reports that cloud-based 
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transcription services raise confidentiality and privacy concerns, that some companies claim rights 
over user-uploaded data and reuse it in undisclosed ways, that uploading confidential data to 
conversational AI systems may breach privacy and current human-subject protection regulations, 
and that off-the-shelf automated speech recognition exhibits racial bias, with average word error 
rates of 0.35 for English speech by African American speakers against 0.19 for White speakers; the 
same chapter notes that machine learning can reduce transcription time from five to eight hours 
per interview to between one and three and a half hours, and can assist cleaning, de-identification 
and curation of large datasets for sharing and replication.(35)

The feminist computational infrastructure paper documents a pipeline over more than 90,000 
podcast episodes and over 100,000 hours of audio using Whisper transcription and hate-speech 
and misogyny classifiers, and is unusually candid about error: transcripts degrade with poor audio, 
heavy accents, overlapping speakers and technical jargon, summarisation can miss points or ha-
llucinate, classifiers produce both false positives and false negatives, and classification scores are 
therefore treated as indicators for further investigation rather than standalone evidence of harm.

The authors state that the tool’s architecture cannot enforce feminist commitments and 
could be used extractively without contextual reflection, that ethical grounding comes from the 
researcher rather than the software, and that the paper does not discuss specific ethical procedures 
such as informed consent, anonymisation, re-identification risk, platform terms or vulnerable-group 
protections; they also position the pipeline as a means of tracing how extremist transcripts may 
enter large language model training data.(30) Adjacent evidence suggests that AI is already present 
in the fields researchers study, not only in their toolchains: a digital ethnography of a misogynist 
image board reports that community members fabricate sexual images using artificial intelligence, 
raising data-provenance questions for researchers who collect such material.(14)

No included study reported a protocol-level consent, anonymisation or disclosure procedu-
re specifically for large language model analysis of human digital data; the studies that discuss 
automation do so at the level of ethics principles and infrastructure design rather than research 
protocols.(3,28,30,35)

Synthesis: a dimension-based decision framework derived from reported practice
Read across the six analytic dimensions, the extracted practices form a layered decision fra-

mework in which obligations increase with the cumulative risk profile of a study rather than with 
a single property such as “publicness”. Four tiers emerged from the reported decisions, and Table 
2 maps each subquestion to the core studies that support it together with the dominant reported 
practice and the points of contradiction.

Table 2. Question-evidence matrix: core studies, dominant reported practice and points of contradiction

Review subquestion / 
dimension Dominant reported practice Points of contradiction / reporting gap

Consent, visibility and 
contextual privacy (2, 10, 12, 

18, 19, 21-24)

Consent is generally treated as processual and 
context-dependent. Public/private is treated as a 
spectrum shaped by access barriers, community 

expectations, sensitivity and intended use. In closed 
or moderated groups, gatekeeper permission is 
commonly combined with disclosure, individual 
consent where feasible, and withdrawal rights.

Practice diverges on whether public-
profile data can be used without individual 

consent. Some studies permit this under 
strict anonymity and guideline conditions, 

while others treat public availability as 
insufficient. Gatekeeper-only consent can 
leave ordinary members unaware of the 

research.

Traceability, quotation, 
images and re-identification 

(2, 10, 12, 14, 20, 24, 26-29)

Anonymisation is treated as risk reduction rather 
than a guarantee. Reported strategies include 

pseudonyms, removal of identifiers, paraphrase, 
composite fabrication, translation, withholding 

channel/video names, avoiding searchable direct 
quotations, image transformation, aggregation and 

selective exclusion of media.

Searchability can defeat textual 
anonymisation, and reverse image search/

facial recognition can defeat visual masking. 
More aggressive disguise can reduce 

analytic value or participant voice. Some 
participants may not want anonymity, 

creating tension between protection and 
participant preference.

Vulnerable groups, sensitive 
topics and harm mitigation 
(9, 11, 13, 14, 19, 20, 24, 25, 27, 

31)

Vulnerability is reported as contextual, dynamic and 
partly produced by research visibility. Safeguards 

include staged/individual consent, encrypted 
channels or neutral spaces, community/NGO liaison, 

co-design, exclusion of intimate material, non-
contact where engagement could cause harm, and 

self-curated or participatory representation.

Protective measures can conflict with 
representation, dissemination and 

participant agency. In child-inclusive 
content, parental consent is treated as 
structurally limited. In some settings, 

making the researcher or community more 
visible may itself increase risk.
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Review subquestion / 
dimension Dominant reported practice Points of contradiction / reporting gap

Researcher participation, 
positionality and reflexivity (1, 

11, 12, 15, 19, 21, 23, 32, 33)

Two recurring approaches are reported: explicit 
disclosure/co-presence and limited-visibility or 
non-participant observation. Reflexive journals, 

platform-by-platform coding, member reflection 
and disclosure of the researcher role are used to 

make positional decisions visible.

Disclosure may alter participation or expose 
researchers to trolling/doxxing, while lurking 
can leave participants unaware. Full group 

membership can also reduce analytic 
visibility by normalising group mechanisms 

for the researcher.

Platform terms, data storage, 
retention and secondary use 

(2, 3, 20, 23, 26, 28, 34)

Where reported, platform terms and legal rules 
are treated as methodological constraints. 
Practices include manual collection where 

automated harvesting is restricted, secure storage, 
pseudonymisation, data minimisation, attention 

to GDPR/national law, withdrawal procedures and 
disclosure/data-availability statements.

This is one of the thinnest reporting areas. 
Legal compliance does not automatically 

satisfy ethical obligations, jurisdiction 
can be unclear, and terms-of-service 

acceptance may not represent meaningful 
consent. Future uses and harms of retained 

identifiable media are difficult to predict.

AI-assisted and automated 
análisis (3, 14, 28, 30, 35)

Reported guidance is mainly principle-level: disclose 
AI/tool use, minimise identifiable data, avoid 

uploading confidential material to services with 
reuse rights, verify automated outputs through 

close reading, consider differential error rates and 
document computational procedures.

No included study reports a protocol-level 
consent, anonymisation or disclosure 

procedure specifically for large-language-
model analysis of human digital data. The 

manuscript therefore treats this as the least 
developed and least procedurally reported 
dimension, not as proof that such practices 

never occur.

Layered decision framework 
derived from the review (2, 3, 

9-13, 18-24, 28, 30, 35)

The manuscript derives four cumulative-risk tiers: (1) 
public/searchable, non-sensitive adult content with 

no interaction or automation; (2) semi-public/group-
based/moderated spaces; (3) private/encrypted/

sensitive/vulnerable settings; and (4) automated or 
AI-assisted analysis. Obligations increase with the 
cumulative risk profile rather than a single public/

private label.

The framework is descriptive and has 
not been validated against outcomes. 
Its automation tier is the least directly 

supported because procedural reporting is 
sparse.

The first tier covers studies of public, searchable content that is not sensitive and concer-
ns non-vulnerable adults, with no researcher interaction and no automated analysis. Reported 
practice in this tier is contextual assessment rather than consent-by-default: even where studies 
concluded that public-profile data could be analysed without individual consent, they conditioned 
that conclusion on total anonymity, no commercial use, adherence to recognised guidelines, and 
awareness that content producers may not understand searchability.(18,21,22)

The second tier covers semi-public, group-based and moderated spaces, where reported 
practice converges on two moves: determining the group’s position on the access-barrier spectrum 
rather than on a public–private label,(10,21) and treating gatekeeper permission as necessary but 
insufficient, supplemented by disclosure, by individual consent where feasible, and by a recognised 
right of withdrawal.(2,23)

The third tier covers private, encrypted, sensitive or vulnerable settings, where reported prac-
tice adds individualised or staged consent, encrypted channels and neutral venues, community 
liaison and oversight, refusal to use intimate content even when consent to observe has been given, 
non-contact where engagement itself would cause harm, and acceptance that exclusion of data, 
or of the study, may be the appropriate outcome when risk cannot be mitigated.(9,11,13,19,20,24)

The fourth tier covers studies that analyse human digital data with automated or AI-assisted 
tools, where reported practice is limited to principles: transparency about tool use, minimisation of 
identifiable data, refusal to upload confidential material to services that claim reuse rights, verifi-
cation of computational outputs through close reading, attention to differential error rates across 
speakers and groups, and disclosure of AI use in publications and to review bodies.(3,28,30,35)

Two features of this framework should be stated plainly. First, it is descriptive before it is 
prescriptive: the tiers summarise what included studies reported doing and justifying, and the fra-
mework has not been validated against outcomes, because no included study measured whether 
any safeguard reduced harm. Second, the framework’s weakest tier is the most consequential: the 
automation tier rests on a small number of conceptual and infrastructural sources that explicitly 
decline to specify procedural ethics, and on methodological findings about transcription bias and 
classifier error rather than on reported netnographic practice.(30,35) Consequently, the framework 
functions as a reporting scaffold for authors and reviewers, covering visibility and access barriers; 
community expectations and gatekeeper relationships; sensitivity and vulnerability; identifiability 
and traceability; interaction and disclosure; and analytical technology, rather than as a validated 
instrument.
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DISCUSSION

The review’s central answer is that contemporary netnographic and digital ethnographic 
ethics is practised as situated judgement with a stable procedural repertoire, and that its most 
consistent weakness is not disagreement about principles but the incompleteness and unevenness 
of reporting. On consent, the studies converge on processual models, iterative, staged or commu-
nity-mediated, and on the view that feasibility depends on group size, turnover, anonymity, topic 
sensitivity and intended use.(2,10,12,21)On privacy, the literature has moved beyond the public–pri-
vate binary in favour of access barriers, platform signals and contextual expectations.(2,10,21)

On traceability, anonymisation is universally attempted and almost universally conceded to 
be partial.(20,26,27,29)On vulnerability, the review is explicit and reflexive, treating vulnerability as 
contextual, dynamic and partly research-produced.(20,24,25)On automation, however, procedural 
reporting is effectively absent, and this absence is stated by the most relevant study rather than 
merely inferred.(30,35)

This pattern aligns with, and in places sharpens, the supporting literature. Proposals for 
AI-augmented netnography already identify informed consent, data minimisation, bias mitiga-
tion and accountability as the core requirements for responsible automation,(7)but the present 
synthesis found no reported netnographic protocol in which these requirements were operationa-
lised; because reporting across the review is demonstrably incomplete, this indicates an absence 
of documented operationalisation rather than proof that operationalisation has not occurred in 
practice, and the gap should be read as translational until such protocols are reported.

Work on the public–private divide in closed, group-based and hidden spaces argues for a 
structured yet situated assessment tool because researchers cannot rely either on big-data con-
ventions or on established qualitative practice when access requires registration, invitation or 
gatekeeping;(8)the tiered framework derived here converges on that conclusion from a different 
evidence base and foregrounds automation as a distinct dimension. Whether the existing assess-
ment tool addresses automation is not established by its published abstract, and no comparative 
claim about that tool is made here.

Evidence on the efficacy of disguise is directly relevant to the traceability dimension: a study 
of 22 Reddit research reports located all verbatim sources (3/3) and many reworded sources (11/19) 
using three search services, and interviewed authors about their sourcing practices, concluding 
that disguising sources works only if it is done and tested rigorously.(36)

This is an important external check on a practice that included studies adopt on principle: 
paraphrase and rewording, without site-specific testing, are not reliably protective, and the nota-
ble exception in the core set, the study that tested its own anonymisation against reverse image 
search and facial recognition and then adopted pixel-altering image transformation, illustrates 
what tested anonymisation looks like.(26)

Related work on pseudonymous social media users shows that pseudonymity complicates 
the very concept of personally identifiable data and has led ethics review boards to ask about 
changing notions of public and private, the identification of underage participants, revised con-
sent processes, and risks to researchers themselves, with ongoing consent recommended across 
the life of a project.(37)

Systematic evidence from adjacent fields reinforces the reporting diagnosis: a scoping review 
of seven military online ethnographies found that most did not use sufficient ethical safeguards 
and did not document or transparently disclose the steps they took,(4)and a systematic review 
of 62 LGBTQ-focused online ethnographies organises ethical practice around informed consent, 
respect and trust, privacy and confidentiality, and data security and reuse before proposing a hu-
man-centred framework and identifying gaps in current practice.(5)

Where the core and supporting literatures diverge is in the weight given to formality versus 
relationality. Philosophical and methodological guidance for online ethnography builds an ethical 
framework from autonomy, non-maleficence, beneficence, justice and trust, and links each prin-
ciple to concrete choices about site entry, communication with participants, data protection, exit 
strategy and dissemination.(38)

Feminist approaches to digital research in sport and physical culture similarly work across 
connecting with communities, conceptualising and managing data, the ethics of representation, 
and vulnerabilities and self-care.(39)

Work specifically on digital ethnography with vulnerable consumers addresses the role of 
the researcher, data representation and the ethical considerations of researching vulnerable po-
pulations.(6)

Affordances-driven work on mobile instant messaging argues that existing casuistic-heuristic 
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models fall short in the sociotechnical dimension and need to account for group members’ agency 
and platforms’ enabling and constraining features.(40)Research on sensitive issues across platforms 
argues that whether public posts are best understood as private conversations occurring in public 
or as creative productions intended for wide circulation depends on platform affordances, norms 
and genre, and that researchers should familiarise themselves with a platform before judging.(41)

Insider research on a closed grief support group shows how researcher and participant roles 
can merge, making anonymity, consent and emotional labour simultaneously methodological and 
ethical problems that require case- and context-sensitive pluralism rather than a single protocol.
(42)Work on rural social media groups addresses the gatekeeper-consent problem directly by 
developing guidelines collaboratively with group administrators.(43)

Taken together, this supporting literature is more prescriptive and more structurally oriented 
than the core studies, which mostly report what was decided in a specific field. Emergency-pe-
riod guidance adds a further nuance relevant to the review’s COVID-19-era studies, arguing that 
online methods are not unilaterally riskier than in-person collection but are not the same as it and 
require reflexive, deliberative mitigation of dynamically evolving risks, especially with marginalised 
populations.(44)

A small number of studies show that ethical transparency can itself close a field: a six-month 
digital ethnography of drug trade on a dating app with transparent research profiles established 
no contact with vendors and observed no explicit traces of illicit activity, prompting the argument 
that absence should be analysed as an epistemic consequence of platform affordances rather than 
treated as failure.(45)

This finding resonates with an included autoethnography in which participants reversed the 
panoptic relationship and vetted the researcher before collaborating, showing that transparency 
redistributes control rather than merely reducing risk.(11)

Four contradictions in the core evidence should be recorded rather than smoothed over. First, 
the consent-waiver controversy is unresolved in practice: some studies argue that public-profile 
data may be used without individual consent if anonymity is absolute and use non-commer-
cial,(18,22) while framework and conceptual work holds that gatekeeper consent is insufficient in 
closed groups and that individual consent and withdrawal rights should be preserved.(2)Second, 
the review simultaneously treats anonymisation as an absolute minimum and as a practice that 
can harm participants and research: protective anonymity may override participant preferences,(29)
may reduce the dissemination of participants’ own stories,(27)and may shrink samples and exclu-
de analytically important material.(22)Third, researcher visibility is prescribed and problematised 
in the same literature: disclosure is defended as an ethical default,(21)while the same evidence 
base recognises that disclosure can invite doxxing,(1)can close access to illicit or hidden fields,(45)
and can alter the dynamics of the group being studied.(1)Fourth, the automation dimension is 
internally inconsistent: machine learning is presented as a means of improving de-identification, 
curation and replication,(35)while the same tools are reported to introduce differential error across 
speaker groups,(35)to be incapable of enforcing ethical commitments,(30)and to be used by the 
communities under study to fabricate harmful material.(14)

CONCLUSIONS

Reported practice is processual rather than rule-following: consent is negotiated iteratively, 
staged or mediated through gatekeepers; privacy is judged on a spectrum of access barriers rather 
than a public–private binary; and anonymisation is universally attempted yet generally conceded 
to be partial, with paraphrasing, translation, composite accounts and image transformation redu-
cing but not eliminating searchability and re-identification. Vulnerability and researcher visibility 
attract the most explicit reflection, whereas data storage, platform terms and AI-assisted analysis 
are the least reported, and few studies disclose automated analysis procedures.

A layered framework derived from these reported decisions maps obligations to visibility, 
community expectation, sensitivity, identifiability, interaction and analytical technology, with obli-
gations increasing as the cumulative risk profile of a study rises.

The framework is descriptive rather than validated and should not be read as a compre-
hensive or outcome-tested instrument: its automation tier in particular rests on the fewest direct 
observations and lacks procedural reporting, because the most relevant included studies decline 
to specify procedural ethics.

The principal gap identified is reporting practice rather than ethical principle, and the review’s 
implications are that researchers, reviewers and ethics committees should treat transparency 
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about consent architecture, visibility judgements, anonymisation limits, platform constraints and 
analytical technology as the core standard against which netnographic ethics is assessed.
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